Week 1 Solution
(5 pt) What is so called stream?

The network is so bad that | can't even send TCP stream through Internet. Wondering if | can use
"UDP streams"...

capture.pcap
Try to find flag in this file, the flag formatis: picoCTF{***}

Hint1: Wireshark may be useful.

Writeup

Challenge from picoCTF 2019 shark on wire 1 by DANNY

Writeup from https://zomry1.github.io/shark-on-wire-1/

| download the file, and the file extension is pcap, So it's Wireshark file. For those who don't know
what it is, Wireshark is a sniffing and packet analyzer program.

So download the program, and open the file with it -

M capturepcap — O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am@ REBe=2=FeEEaaan
[. |App|-r a display filter ... <Ctrl-/> a '] Expression.. +
Mo. Time Source Destination Protocol  Length Info ~
142 137.996288@ Vmware_b9:82:29 Broadcast ARP 60 Who has 18.98.8.22? Tell 10.9.8.6
143 148.831487 18.8.8.2 18.8.8.22 uopP 66 5888 = 8998 Len=24
144 148.838581 Vmware_b9:02:39 Broadcast ARP 6@ Who has 10.8.8.5? Tell 10.0.0.6
145 142.869838 16.0.8.9 16.8.8.5 uopP 68 5888 = 8998 Len=1
146 142.87589@ Vmware_b2:82:a39 Broadcast ARP 60 Who has 18.8.8.22? Tell 10.8.8.6
147 144.188689 19.8.8.2 16.8.8.22 uopP 66 5888 = 5996 Len=24
148 144.114957 Vmware_b9:02:39 Broadcast ARP 6@ Who has 10.8.8.5? Tell 10.0.0.6
145 146.145817 16.8.8.9 16.8.8.5 uop 68 5888 + 8998 Len=1
150 146.152347 Vmware_b9:02:39 Broadcast ARP 60 Who has 10.8.8.22? Tell 10.6.8.6
151 148.184199 18.8.8.2 168.8.8.22 uoP 66 5888 = 8998 Len=24
152 148.19@378@ Vmware_b9:82:a9 Broadcast ARP 608 Who has 18.8.8.5? Tell 10.8.0.6
153 158.222279 16.8.8.9 16.8.8.5 uop 68 5888 + 8998 Len=1
154 150.229643 Vmware_b9:82:39 Broadcast ARP 60 Who has 108.8.8.22? Tell 10.0.8.6
155 152.268684 18.8.8.2 16.8.8.22 uoP 66 5888 = 8998 Len=24 v
1Ec 1 1az I A ann Lo lane 1 £3 Ta11 3
Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits)
Ethernet II, Src: 9a:00:27:00:00:08 (02:00:27:00:00:08), Dst: IPvdmcast 7f:ff:fa (@1:8@:5e:7f:ff:fa)
Internet Protocol Version 4, Src: 1892.168.2.1, Dst: 238.255.255.258
User Datagram Protocel, Src Port: 52688, Dst Port: 1988
Simple Service Discovery Protocol
~
ceeeele- U-M-SEAR
CH * HTT P/1.1--H
05T: 238 .255.255
.25@8:198 @ -MAN:
"ssdp:di scover™-
‘MX: 1.+ ST: urn:
dial-mul tiscreen
-org:ser vice:dia
1:1--USE R-AGENT:
@ Google Chrome/7 y

o it capture.pcap || Packets: 2317 - Displayed: 2317 (100.0%) || Profile: Default

Most of the time, the packters we are intrested in are UDP and TCP protocols, as | scroll down |
could see a lot of UDP packets. | chose randomly one of those packets (just click on it), and


af://n0
af://n2
http://file/chall1-1.pcap
af://n7
https://zomry1.github.io/shark-on-wire-1/
https://en.wikipedia.org/wiki/Wireshark

opened the data tab -

M capturepcap - [m| X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
AimJ@ [IDRB Res=TsEEHacam
ﬁ |Applyadisplay filter ... <Ctrl-/= :: '] Expression.. +
Mo. Time Source Destination Protocol  Length Info ~
142 137.996280 Vmware_b9:82:39 Broadcast ARP 60 Who has 10.90.8.22? Tell 10.9.8.6 —
143 146.831487 18.8.8.2 16.8.8.22 uopP 66 5888 = 3998 Len=24
144 148.838581 Vmware_b3:82:a9 Broadcast ARP 68 Who has 10.8.8.5? Tell 10.9.8.6
145 142.869838 16.8.8.9 18.8.8.5 uop 68 5888 + 8998 Len=1
146 142.87589@ Vmware_b9:02:39 Broadcast ARP 60 Who has 10.90.8.22? Tell 10.9.8.6
147 144.188689 10.0.8.2 16.8.8.22 uopP 66 5888 = 8998 Len=24
148 144.114957 Vmware_b9:82:29 Broadcast ARP 608 Who has 10.8.8.5? Tell 10.9.0.6
149 146.145817 18.8.8.9 18.8.8.5 uopP 68 5888 = 8996 Len=1
156 146.152347 Vmware_b9:02:39 Broadcast ARP 6@ Who has 10.8.8.227 Tell 10.0.8.6
148.184199 16.8.8.2 18.8.8.22 uop 66 5888 » 8998 Len=24
52 148.19037@ Vmware_b9:02:39 Broadcast ARP 60 Who has 10.8.8.5? Tell 10.9.0.6
153 156.222279 19.8.8.9 18.8.8.5 uopP 6@ 5888 = 5996 Len=1
154 150.229643 Vmware_b9:02:39 Broadcast ARP 6@ Who has 10.8.8.227 Tell 10.0.8.6
155 152.266604 16.8.8.2 18.8.8.22 uop 66 5888 » 8998 Len=24 v
1EE 1ET WES1D it S Y ] O -] A + ADD S Ll 1™ A A Y Tall s o oo &
» Frame 153: 6@ bytes on wire (48@ bits), 6@ bytes captured (48@ bits)
» Ethernet II, Src: Vmware_b9:82:a9 (@@:@c:29:b9:82:a9), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
» Intergfet Protocol Version 4, Src: 108.8.8.9, Dst: 108.8.8.5
> Ugeyf Datagram Protocol, Src Port: 5000, Dst Port: 8990
v D#ta (1 byte)
ata: 62
[Length: 1]

oo ff fF FF £f £f £ @@ ec
G816 @8 1d 68 81 o8 88 48 11
@8 85 13 88 23 le @@ 89
22 20 62 B2 B2 G0 o2 BB

29 b9 @2 ad @3 @@ 45 89
66 c2 @a @@ B2 @9 Ba BB
53 28 [F oe oo o0 @0 @B
o8 00 08 B

@ 7 Data (data.dats), 1byte || Packets: 2317 - Displayed: 2317 (100.0%) || Profile: Default

We can see that it's just a ‘b’, tried this on other packets but nothing came out. | cant check each
packet...So Wireshark has it own filtering system, So i wanted to search a udp packets that
contains the picoCTF format, after some searching it the web | found this as the filter | wanted -

udp contains “picoCTF”



(Dont forget to press enter to filter) tried it in Wireshark but nothing came out again..
M capturepeap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 1@ TREB Re=>2=2F S EQAQAQAH
[ I [udp contains “picoCTF" '-(F
Mo. Time Source Destination Protocol  Length Info

@ 7 capture.peap

|| Profile: Default

|| Packets: 2317 - Displayed: 0 (0.0%)
So mabye the data is fragmented between many packets? In order to check this there is

something called udp streams So in order to check those streams, | deleted the filter (and pressed


https://www.wireshark.org/docs/wsug_html_chunked/ChAdvFollowStreamSection.html

Enter), chose random udp packet and press right click on it -> follow -> udp stream:

Show Packet in Mew Window

M capturepcap - [m| X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Aamie IpRB e>=F s Eaaan
ﬁ |Appl'-,' a display filter .. <Ctrl-/= '] Expression.. +
Mo. Time Source Destination Protocol  Length Info ~
180 99.246656 Vmware_b9:82:39 Broadcast ARP 60 Who has 10.90.8.13? Tell 10.9.8.6
1el 1el.278484 18.8.8.2 18.8.8.13 uopP 60 5888 = 8888 Len=1
182 181.285764 Vmware_b3:82:a9 Broadcast ARP 68 Who has 18.8.8.227 Tell 18.8.8.6
183 183.320177 16.8.8.2 18.8.8.22 uop 66 5888 » 8998 Len=24
184 183.328171 Vmware_b9:02:39 Broadcast ARP 60 Who has 10.0.8.5? Tell 10.9.0.6
1@5 185.351299 10.0.8.9 18.8.8.5 uopP 68 5888 = 8998 Len=1
= 186 185.367747 Vmware_b9:82:29 Broadcast ARP 60 Who has 18.98.8.22? Tell 10.9.8.6
87 187.396948 18.8.8.2 168.8.8.22 uopP M U  Pack Crls M
108 107.484835  \Vmware h9:82:a9 Broadcast ARP Mol e tri+
189 169.441269  10.0.8.9 10.0.0.5 uoP Ignore/Unignore Packet Cerl+D
110 189.447538 Vmware_b9:02:39 Broadcast ARP Set/Unset Time Reference Crl+T
111 111.476713 19.8.8.2 16.8.8.22 uopP Time Shift... CtrleShift+T
112 111.484618 Vmware_b9:02:39 Broadcast ARP
113 113.513065  10.0.0.9 10.0.9.5 uoP Packet Comment... CtrivAlt+C
114 192 CANCAT i1 S Y ] O -] A + ADD o
> Frame 187: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) EdidksoRShlaie
» Ethernet II, Src: Vmware_b9:82:a9 (@@:@c:29:b9:82:a9), Dst: Broadcas .
. = Apply as Filter 4
» Internet Protocol Version 4, Src: 10.8.8.2, Dst: 10.8.8.22 )
> User Datagram Protocol, Src Port: 5000, Dst Port: 8990 Prepare a Filter 4
v Data (24 bytes) Conversation Filter L4
Dita: :66:2473616b653bﬁcEIGE6b65656c6b73616€6c6b66646€ Tofsra Tim T »
ength:
[Lengt 1 - ; e , é
Follow L4 Stream Ctrl+ Alt+5l
UDP Stream Ctrl+Alt+5I
Copy L
TLS Stream Cirl+Alt+5|
Protocol Preferences i’ HTTP Stream  Cirl+Alt+SI
Decode As...

ff ff ff ff ff ff @0 ac
8@ 34 88 81 @2 62 48 11
8@ 16 13 88 23 le @2 20
66 3b 6c 61 6e 6b 65 66
64 be

ea2e

BoL
o ®

29 b9 @2 39 88 @@ 45 @@
66 al Ba @@ 86 @2 Ba @@
c4 2a 66 6a 64 73 61 6b
6c 6b 73 61 6e 6c Gb 66

@
o *fjdsak

f;lankef lksanlkf

dn

@ 7 Datz (data.data), 24 bytes

|| Packets: 2317 - Displayed: 2317 (100.0%)

|| Profile: Default

A window open with the whole text of this stream, but it just junk...






Maybe this is not the correct stream, | tried to look at the others with change the stream id:

‘ Wireshark - Fellow UDP Stream (udp.stream eq 10) - capture.pcap — O x

aaaaaaaaaaazaaatjdsakf; lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfd
nfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lanke
flksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjd
sakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf;lankeflks
anlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf
;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlk
fdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lan
keflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnf
jdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankefl
ksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsa
kf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf; lankeflksan
lkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf;1
ankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfd
nfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lanke
flksanlkfdnfjdsak#; lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjd
sakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflks
anlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf
;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlk
fdnfjdsakf; lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lan
keflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnf
jdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankefl
ksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsa
kf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf; lankeflksan
lkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakt;1
ankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfd
nfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf; lankeflksanlkfdnfjdsakf;lanke
flksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjd
sakf; lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflksanlkfdnfjdsakf;lankeflks
anlkfdn

\

1013 chiant pkts, [ sarver pkits, O furms. |

Entire conversation (2415 bytes) - Show and save data as | ASCII - Stream

Fmd:| I Find Mext I
Filter Qut This Stream Print Save as... Back Close Help

| found the flag in the 5th stream!

‘ Wireshark - Follow UDP Stream (udp.stream eq 6) - capture.pcap — O >

picoCTF{5taT31355_636f6ebel




27 cliart pkts, O sarver pkts, @ tums.

Entire conversation (27 bytes) o Show and save data as | ASCII 2 Stream
Find: | | Find Next
Filter Out This Stream Print Save as... Back Close Help

(5 pt) HTTPS with secret sauce

Solved the network problem yesterday, but | found some guy was sniffing my network traffic. |
need to be careful to protect my flag. Decide to use HTTPS to submit my flag to web01.

_ D¥thypixel BEFx

o =l

jzuni  #®=HNova
mineplex &fT

By the way, upload my superxsecretfile to network disk.

capture.pcapng

pre-master secret.txt

Try to find flag in this file, the flag format is: flag{y2#***}


af://n17
http://file/chall1-2.pcapng
http://file/chall1-2.log

Writeup

Challenge from DFA/CCSC Spring 2020 CTF Ssome secret sauce

Writeup from https://www.petermstewart.net/dfa-ccsc-spring-2020-ctf-wireshark-https-pcapng-
write-up/

Before we can start answering questions we need to decrypt the encrypted traffic. Wireshark
allows us to decrypt TLS traffic by supplying the Pre-Master Secret helpfully provided in the secret-
sauce.txt file that was included with the challenge PCAPs.

© - - wireshark: Preferences - Profile: Default

SNMP

<nort RSA keys list: Edit...

Socks SSL debug file: Browse...
solarEdge
SoulSeek Reassemble SSL records spanning multiple TCP segments:
SoupBinTCP Reassemble S5L Application Data spanning multiple SSL records: |
SPDY
Spice
SPRT Pre-Shared-Key:
i SRVLOC
SSCOP
| SSDP !
| SSH
55L
STAMAG 5066 DTS |
| STANAG 5066 SIS
: StarTeam
Steam IHS Discovery

Message Authentication Code (MAC), ignore "mac failed":

(Pre)-Master-Secret log filename: Browse... |

STP
STT
STUN
SUA I
sv
SYNC
SYNCHROPHASOR
Synergy
Help Apply Cancel OK

After decrypting the traffic we can filter for traffic to the web server in question:

http.host == "webOl.fruitinc.xyz"

[@ - - https.pcapng
@@ 4 WA DD x 0l a < .szEaaaEiﬁﬁéa

Filter:  http.host = "web01.Fruitincxyz" ~ | Expression... Clear

Source

Save

Dest Port| Protocol L Info

71 GET /
392 GET /favicen.ico HTTP/1.1

124.829999894 102.168.2.

© Frame 675: 471 bytes on wire (3768 bits), 471 bytes captured (3768 bits) on interface 8
* Ethernet II, Src: 80:0c:29:82:15:94, Dst: 08:8c:20:bficl:71
© Internet Protocol Version 4, Src: 192.168.2.244, Dst: 192.168.2.20
» Transmission Control Protocol, Src Port: 55298, Dst Port: 443, Seq: 644, Ack: 1311, Len: 485
- Secure Sockets Layer
TLSv1.2 Record Layer: Application Data Protocol: http-over-tls

HosT: webB1.fruitinc.xyz\rin

User-Agent: Mozilla/5.8 (X11; Linux xB6_64; rv:76.8) Gecko /28188161 Firefox/76.8\r\n

Accept: text/html.application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;q=0.8\r\n

Accept-Lanauage: en-US,en;a-8.54r\n
6086 B0 6c 29 bf cl 71 88 @c 29 B2 f5 94 08 @8 45 00
0018 61 9 bf d4 40 90 48 06 3 01 <0 aB 02 f4 cd a8
9820 02 14 dB 82 81 bb 2c 3a a2 9B dc 48 ce c7 80 18
€836 Bl f5 a3 06 066 B6 O1 01 68 Ba 50 e9 47 @7 fc 13
9048 6c 96 17 63 03 01 90 00 00 B0 00 00 00 00 61 fo
0850 33 f@ 75 75 609 bO 20 99 cB b6 le ff a3 73 fa 5
T S P P T St o S

Frame (471 bytes) Decrypted SSL (376 bytes)

@ *  File: "fhome/sansforensies/ch... Packets: 12192 - Displayed: 2(... Profile: Default


af://n24
https://www.petermstewart.net/dfa-ccsc-spring-2020-ctf-wireshark-https-pcapng-write-up/
https://wiki.wireshark.org/TLS#Using_the_.28Pre.29-Master-Secret
https://www.petermstewart.net/wp-content/uploads/2020/07/https-q00-01.png
https://www.petermstewart.net/wp-content/uploads/2020/07/https-q01-01.png

This filter only shows us packets specifically containing the HTTP request headers, but by selecting
the Follow HTTP Stream option (Stream #27) we can more easily read the exchange between the
client and server, including the flag inserted into the server response headers.

+® - © Follow HTTP Stream (tcp.stream eq 27)

Stream Content

GET / HTTP/1.1
Host: web®1.fruitinc.xyz
User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:76.8) Gecko/28188181 Firefox/76.0
Accept: text/html,application/xhtml+xml,application/xml;q=08.9,image/webp,*/*;q=0.8
Accept-Language: en-US5,en;q=0.5
Accept-Encoding: gzip, deflate, br
Connection: keep-alive
| Upgrade-Insecure-Requests: 1
Pragma: no-cache
Cache-Control: no-cache

HTTP/1.1 200 0K |
Date: Fri, 17 Apr 2020 18:32:24 GMT

Server: Apache/2.4.6 (Cent0S) OpenSSL/1.8.2k-fips |
Last-Modified: Fri, 17 Apr 2820 18:38:55 GMT
ETag: "41-5a388bff28ed6"

Accept-Ranges: bytes

Content-Length: 65

Keep-Alive: timeout=5, max=188
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

<hl> Fruit Inc =/hl=>
<h2> Authorized Personal Only </h2=

Entire conversation (1519 bytes) ~
Find Save As Print ASCII EBCDIC Hex Dump C Arrays © Raw
Help Filter Out This Stream Close

flag<y2*Lg4cHe@Ps>

(BONUS 5 pt) Bytes through network

That hacker still got my flag! Fine, I'm going to send my file byte by byte. Besides, combined with
my knowledge of programming, encryption, and stenography I'm going to fight the final round.
WE ARE IN THE ENDGAME NOW.

capture.pcapng

Try to find flag in this file, the flag formatis: flag{***}

This challenge is extremely hard. The winner will get a badge for solving this.

Writeup

Challenge from 3&}J#K 2021 ExtremelySlow

Writeup from https://miaotony.xyz/2021/06/28/CTF 2021giangwang by MiaoTony
BRI e, EEER TCP M HTTP g, MmER 206 5ER, 518 1byte,
FRESH I SON, REEMHANBNEFRIGA byte, REEFHEEI—THFIMH,

wireshark BE#ESHAY JSON B http.response.line 8%, WMREZEF json.loads RIREEZ
B—17T, FLAEERIELRXHNNS.

python



https://www.petermstewart.net/wp-content/uploads/2020/07/https-q01-02.png
af://n35
http://file/chall1-3.pcapng
af://n40
https://miaotony.xyz/2021/06/28/CTF_2021qiangwang

import json
import re

with open('http.json', 'r', encoding='utf-8') as fin:

s = fin.read(Q)

re_num = re.compile(

r'\"http\.response\.line\": \"content-range: bytes (\d+)-\d+/1987\\r\\n\"")
re_nonnum = re.compile(

r' (\"http\.response\.line\": (?!\"content-range: bytes (\d+)-
\d+/1987\\r\\n\",).*) ")

sl = re.sub(re_nonnum, '', s)

with open('http_sub.json', 'w', encoding='utf-8') as fout:
fout.write(sl)

http = json.loads(sl)
total = [b"'"'] * 1987
# total = [''] * 1987
idx_1ist = []
for x in http:
source = x['_source']
layers = source['layers']
# get data
data = layers['data']['data.data']
data = bytes([int(data, 16)])
# find index
n = layers['http']['http.response.line']
idx = int(re.search(r'(\d+)-\d+/1987"', n)[1])
idx_1ist.append(idx)
total[idx] = data

print(total)
t =b''.join(total)
# t = "'.join(total)

# print(Ten(t)/2)
with open('decode.pyc', 'wb') as f:

f.write(t)
# with open('decodel.pyc', 'w') as f:
# f.write(t)

BEBZWSITA tshark BR, FISMHIIEEIXAEHISSS,
& index fBIXPMEFH AT, bash HIASHIXE

bash

tshark -r ExtremelySlow.pcapng -T fields -e data -Y "http.response.line ==
\"content-range: bytes $idx-$idx/1987\x0d\x0a\"" 2>/dev/null

TRIESUFRBEREN pyc XU,
BEEREEEEL T ESE uncompylebt RImIFESAAL, &I magic number BiR,
&%

Python's magic numbers



http://www.robertholmes.org/2018/09/08/pythons-magic-numbers.html

Python Uncompyle6 é4@iFET EfFH 5 Magic Number j£f#

https://github.com/google/pytype/blob/master/pytype/pyc/magic.py.

Understanding Python Bytecode
AILARIRS S9N magic number ZREMRANSBIERY, MEREHRY 3.9.5 BT —XE.
FEEEHIA py3.10 RIBE TR,
bash

docker run --rm -it python:3.10.0b2

HRHE magic number HEREEFTHY Python 3.10.0b2

Python 3.10.0b2 (default, Jun 7 2021, 20:33:14) [GCC 8.3.0] on luinux
Type "help", "copyright", "credits" or "license" for more wnformation.
>>> import imp

<stdin>:1: DeprecationWarning: the imp module 1s deprecated in favour of
tation for alternative uses

>>> 1mp.get _magic()

b'o\r\rin'

> 1mp.get magic().hex()

6fododoa’

ey
-

EFEFERRFXpyc

-
e
i

uncompyle6 https://pypi.org/project/uncompyle6/ BEIRSZHF python 2.4-3.8

https://github.com/rocky/python-decompile3 A~f7

dis A

python

>>> import marshal, dis

>>> with open('decode.pyc','rb') as f:
metadata = f.read(16)
code_obj = marshal.load(f)

>>> dis.dis(code_obj)

4 0 LOAD_CONST 0 (0
2 LOAD_CONST 1 (None)
4 IMPORT_NAME 0 (sys)
6 STORE_NAME 0 (sys)
6 8 LOAD_CONST 0 (0)
10 LOAD_CONST 2 (('sha256',))
12 IMPORT_NAME 1 (hashl1ib)
14 IMPORT_FROM 2 (sha256)
16 STORE_NAME 2 (sha256)
18 POP_TOP
16 20 LOAD_CONST 3 (<code object KSA at 0x7f1199dc7890,
file "main.py", line 6>)
22 LOAD_CONST 4 ('"KSA")

24 MAKE_FUNCTION
26 STORE_NAME 3 (KSA)


https://blog.csdn.net/Zheng__Huang/article/details/112380221
https://github.com/google/pytype/blob/master/pytype/pyc/magic.py
https://towardsdatascience.com/understanding-python-bytecode-e7edaae8734d
https://github.com/rocky/python-uncompyle6/
https://pypi.org/project/uncompyle6/
https://github.com/rocky/python-decompile3

26 28 LOAD_CONST 5 (<code object PRGA at 0x7f1199dc7940,
file "main.py", line 16>)

30 LOAD_CONST 6 ('PRGA')
32 MAKE_FUNCTION 0
34 STORE_NAME 4 (PRGA)
30 36 LOAD_CONST 7 (<code object RC4 at 0x7f1199dc7aal,
file "main.py", line 26>)
38 LOAD_CONST 8 ('RC4")
40 MAKE_FUNCTION 0
42 STORE_NAME 5 (Rc4)
33 44 LOAD_CONST 9 (<code object xor at 0x7f1199dd4500,
file "main.py", Tine 30>)
46 LOAD_CONST 10 ('xor")
48 MAKE_FUNCTION 0
50 STORE_NAME 6 (xor)
34 52 LOAD_NAME 7 (__name__)
54 LOAD_CONST 11 ('_main__")
56 COMPARE_OP 2 (==)
58 POP_JUMP_IF_FALSE 139 (to 278)
35 60 LOAD_CONST 12

(b "\xf6\xef\x10H\xa9\x0f\x9f\xb5\x80\xclxd\xae\xd3\x03\xb2\x84\xc2\xb4\x0e\xc8\x
3<\x151\x19\n\x8f")

62 STORE_NAME 8 (w)
38 64 LOAD_CONST 13
(b"$\r9\xa3\x18\xddw\xc9\x97\xf3\xa7\xa8rR~")
66 STORE_NAME 9 (e)
39 68 LOAD_CONST 14 (b'geo')
70 STORE_NAME 10 (b)
41 72 LOAD_CONST 15

(b'}\xce \xbej\xa2\x120\xb5\x8a\x94\x14{\xa3\x86\xc8\xc7\x01\x98\xa3_\x91\xd8\x8
2T7*V\xab\xe0\xal\x141")
74 STORE_NAME 11 (s)

42 76 LOAD_CONST 16 (b"Q_\xe2\xf8\x8c\x11m}'<@\xceT\xf6?
_m\xad\xf8\xb4\xea\xca\xc7:\xb9\xe6\x06\x8b\xeb\xfabH\x85x33$\xdd\xde\xb6\xdc\xa
0\xb8b\x961\xb7\x13=\x17\x13\xb1l")

78 STORE_NAME 12 (b
43 80 LOAD_CONST 17 (115)
82 LOAD_CONST 18 (97)
84 LOAD_CONST 19 (117)
86 LOAD_CONST 20 (114)
88 LOAD_CONST 21 ((C2, 8, 11, 10))
90 BUILD_CONST_KEY_MAP 4
92 STORE_NAME 13 (m)
44 94 LOAD_CONST 22 (119)
96 LOAD_CONST 23 (116)
98 LOAD_CONST 24 (124)
100 LOAD_CONST 25 (127)

102 LOAD_CONST 26 (@3, 7, 9, 12))



104 BUILD_CONST_KEY_MAP 4

106 STORE_NAME 14 (n)
45 108 LOAD_NAME 13 (m)
110 LOAD_CONST 27 (<code object <dictcomp> at
0x7f1199dd4c90, file "main.py", Tine 44>)
112 LOAD_CONST 28 ('<dictcomp>")
114 MAKE_FUNCTION 0
116 LOAD_NAME 14 (n)
118 GET_ITER
120 CALL_FUNCTION 1
122 INPLACE_OR
124 STORE_NAME 13 (m)
47 126 LOAD_NAME 13 (m)
128 LOAD_CONST 29 (<code object <genexpr> at
0x7f1199dd5b00, file "main.py", Tine 45>)
130 LOAD_CONST 30 ('<genexpr>")
132 MAKE_FUNCTION 0
134 LOAD_NAME 10 (b)
136 GET_ITER
138 CALL_FUNCTION 1
140 INPLACE_OR
142 STORE_NAME 13 (m)
48 144 LOAD_NAME 5 (RC4)
146 LOAD_NAME 15 (1ldist)
148 LOAD_NAME 16 (map)
150 LOAD_CONST 31 (<code object <lambda> at
0x7f1199a42d90, file "main.py", Tine 47>)
152 LOAD_CONST 32 ('<Tambda>")
154 MAKE_FUNCTION 0
156 LOAD_NAME 17 (sorted)
158 LOAD_NAME 13 (m)
160 LOAD_METHOD 18 (items)
162 CALL_METHOD 0
164 CALL_FUNCTION 1
166 CALL_FUNCTION 2
168 CALL_FUNCTION 1
170 CALL_FUNCTION 1
172 STORE_NAME 19 (stream)
49 174 LOAD_NAME 20 (print)
176 LOAD_NAME 6 (xor)
178 LOAD_NAME 8 (w)
180 LOAD_NAME 19 (stream)
182 CALL_FUNCTION 2
184 LOAD_METHOD 21 (decode)
186 CALL_METHOD 0
188 CALL_FUNCTION 1
190 POP_TOP
50 192 LOAD_NAME 0 (sys)
194 LOAD_ATTR 22 (stdin)
196 LOAD_ATTR 23 (buffer)
198 LOAD_METHOD 24 (read)
200 CALL_METHOD 0

202 STORE_NAME 25 (p)



52 204 LOAD_NAME 6 (xor)

206 LOAD_NAME 9 (e)
208 LOAD_NAME 19 (stream)
210 CALL_FUNCTION 2
212 STORE_NAME 9 (e)
53 214 LOAD_NAME 6 (xor)
216 LOAD_NAME 25 (p)
218 LOAD_NAME 19 (stream)
220 CALL_FUNCTION 2
222 STORE_NAME 26 (o)
54 224 LOAD_NAME 2 (sha256)
226 LOAD_NAME 26 (©)
228 CALL_FUNCTION 1
230 LOAD_METHOD 27 (digest)
232 CALL_METHOD 0
234 LOAD_NAME 11 (s)
236 COMPARE_OP 2 (==)
238 POP_JUMP_IF_FALSE 131 (to 262)
56 240 LOAD_NAME 20 (print)
242 LOAD_NAME 6 (xor)
244 LOAD_NAME 12 (t)
246 LOAD_NAME 19 (stream)
248 CALL_FUNCTION 2
250 LOAD_METHOD 21 (decode)
252 CALL_METHOD 0
254 CALL_FUNCTION 1
256 POP_TOP
258 LOAD_CONST 1 (None)

260 RETURN_VALUE

33 >> 262 LOAD_NAME 20 (print)
264 LOAD_NAME 9 (e)
266 LOAD_METHOD 21 (decode)
268 CALL_METHOD 0
270 CALL_FUNCTION 1
272 POP_TOP
274 LOAD_CONST 1 (None)
276 RETURN_VALUE
>> 278 LOAD_CONST 1 (None)

280 RETURN_VALUE

Disassembly of <code object KSA at 0x7f1199dc7890, file "main.py", Tine 6>:

8 0 LOAD_GLOBAL 0 (len)

2 LOAD_FAST 0 (key)

4 CALL_FUNCTION 1

6 STORE_FAST 1 (keylength)
9 8 LOAD_GLOBAL 1 (Tist)

10 LOAD_GLOBAL 2 (range)

12 LOAD_CONST 1 (256)

14 CALL_FUNCTION 1

16 CALL_FUNCTION 1

18 STORE_FAST 2 ()



10 20 LOAD_CONST 2 (0

22 STORE_FAST 3D
11 24 LOAD_GLOBAL 2 (range)
26 LOAD_CONST 1 (256)
28 CALL_FUNCTION 1
30 GET_ITER
>> 32 FOR_ITER 29 (to 92)
34 STORE_FAST 4 (i)
12 36 LOAD_FAST 3 (1)
38 LOAD_FAST 2 ()
40 LOAD_FAST 4 (1)

42 BINARY_SUBSCR
44 BINARY_ADD

46 LOAD_FAST 0 (key)
48 LOAD_FAST 4 (1)
50 LOAD_FAST 1 (keylength)

52 BINARY_MODULO
54 BINARY_SUBSCR
56 BINARY_ADD

58 LOAD_CONST 1 (256)

60 BINARY_MODULO

62 STORE_FAST 3D
13 64 LOAD_FAST 2 (S)

66 LOAD_FAST 3D

68 BINARY_SUBSCR

70 LOAD_FAST 2 (S)

72 LOAD_FAST 4 (i)

74 BINARY_SUBSCR

76 ROT_TWO

78 LOAD_FAST 2 (S)

80 LOAD_FAST 4 (1)

82 STORE_SUBSCR

84 LOAD_FAST 2 (S)

86 LOAD_FAST 3D

88 STORE_SUBSCR

90 JUMP_ABSOLUTE 16 (to 32)

>> 92 LOAD_FAST 2 (s)

94 RETURN_VALUE

Disassembly of <code object PRGA at 0x7f1199dc7940, file "main.py", line 16>:

17 0 GEN_START 0
18 2 LOAD_CONST 1 (0)
4 STORE_FAST 1 (1)
19 6 LOAD_CONST 1 (0)
8 STORE_FAST 2 (D
20 10 NOP
21 >> 12 LOAD_FAST 1 ()
14 LOAD_CONST 3 (D
16 BINARY_ADD
18 LOAD_CONST 4 (256)

20 BINARY_MODULO



22 STORE_FAST 1 ()

22 24 LOAD_FAST 2 (3
26 LOAD_FAST 0 (s)
28 LOAD_FAST 1 (1)

30 BINARY_SUBSCR
32 BINARY_ADD

34 LOAD_CONST 4 (256)

36 BINARY_MODULO

38 STORE_FAST 2 (D
23 40 LOAD_FAST 0 (s)

42 LOAD_FAST 2 (3O

44 BINARY_SUBSCR

46 LOAD_FAST 0 (s)

48 LOAD_FAST 1 ()

50 BINARY_SUBSCR

52 ROT_TWO

54 LOAD_FAST 0 (s)

56 LOAD_FAST 1 ()

58 STORE_SUBSCR

60 LOAD_FAST 0 (s)

62 LOAD_FAST 2 (3

64 STORE_SUBSCR

24 66 LOAD_FAST 0 (s)
68 LOAD_FAST 0 (s)
70 LOAD_FAST 1 @)
72 BINARY_SUBSCR
74 LOAD_FAST 0 (s)
76 LOAD_FAST 2 (I

78 BINARY_SUBSCR

80 BINARY_ADD

82 LOAD_CONST 4 (256)
84 BINARY_MODULO

86 BINARY_SUBSCR

88 STORE_FAST 3 (K
19 90 LOAD_FAST 3 (K)
92 YIELD_VALUE
94 POP_TOP
96 JUMP_ABSOLUTE 6 (to 12)

Disassembly of <code object RC4 at 0x7f1199dc7aal, file "main.py", Tine 26>:

28 0 LOAD_GLOBAL 0 (KsA)
2 LOAD_FAST 0 (key)
4 CALL_FUNCTION 1
6 STORE_FAST 1 (s)
8 LOAD_GLOBAL 1 (PRGA)
10 LOAD_FAST 1(s)
12 CALL_FUNCTION 1

14 RETURN_VALUE

Disassembly of <code object xor at 0x7f1199dd4500, file "main.py", Tine 30>:

31 0 LOAD_GLOBAL 0 (bytes)
2 LOAD_GLOBAL 1 (map)
4 LOAD_CLOSURE 0 (stream)

6 BUILD_TUPLE 1



8 LOAD_CONST

0x7f1199dd5dc0, file "main.py", Tine

Disassembly

31>:

o O A~ N O

10

Disassembly

44>

>>

>>

co O~ N O

10
12
14
16
18
20
22
24

Disassembly

45>:

>>

>>

L O A N O

10
12
14
16
18
20
22
24
26

Disassembly

47>

o A~ N O

10 LOAD_CONST
12 MAKE_FUNCTION
14 LOAD_FAST
16 CALL_FUNCTION
18 CALL_FUNCTION
20 RETURN_VALUE

of <code object <lambda>

LOAD_FAST
LOAD_DEREF
LOAD_METHOD
CALL_METHOD
BINARY_XOR
RETURN_VALUE

1 (<code object <lambda> at
31>)
('xor.<locals>.<lambda>")
(closure)

()]

R N O 00 N

at 0x7f1199dd5dc0, file "main.py", line

)
(stream)
(__next_)

o O © o

of <code object <dictcomp> at 0x7f1199dd4c90, file "main.py", Tine

BUILD_MAP
LOAD_FAST
FOR_ITER
STORE_FAST
LOAD_FAST
LOAD_FAST
LOAD_GLOBAL
LOAD_FAST
BINARY_SUBSCR
BINARY_XOR
MAP_ADD
JUMP_ABSOLUTE
RETURN_VALUE

.0
(to 24)
9]
9]
€9
(n)
9]

P O, KR RKER OO O

2 (to 4)

of <code object <genexpr> at 0x7f1199dd5b00, file "main.py", Tine

GEN_START
LOAD_FAST
FOR_ITER
STORE_FAST
LOAD_FAST
LOAD_METHOD
CALL_METHOD
LOAD_FAST
BUILD_TUPLE
YIELD_VALUE
POP_TOP
JUMP_ABSOLUTE
LOAD_CONST
RETURN_VALUE

of <code object <lambda>

LOAD_FAST
LOAD_CONST
BINARY_SUBSCR
RETURN_VALUE

0

0 C.0)

9 (to 24)
1 @)
1@

0 (bit_count)
0

1 ()

2

2 (to 4)
0 (None)

at 0x7f1199a42d90, file "main.py", Tine

0 )
1 (D



ALFNEEHSEIRIM python (CEBAMEENT
(Bt 5B e kBT oigks
python

import sys
from hashlib import sha256

W =
b '\ xf6\xef\x10H\xa9\x0f\x9f\xb5\x80\xclxd\xae\xd3\x03\xb2\x84\xc2\xb4\x0e\xc8\xf
3<\x151\x19\n\x8f"'

b'$\ro\xa3\x18\xddw\xc9\x97\xf3\xa7\xa8R~"
b = b'geo’

™
I

S =

b'}\xce \xbej\xa2\x120\xb5\x8a\x94\x14{\xa3\x86\xc8\xc7\x01\x98\xa3_\x91\xd8\x82
T*V\xab\xe0\xal\x141"'

t = b"Q \xe2\xf8\x8c\x11M}'<@\xceT\xf67?
_m\xad\xf8\xb4\xea\xca\xc7:\xb9\xe6\x06\x8b\xeb\xfabH\x85x33$\xdd\xde\xb6\xdc\xa
0\xb8b\x961\xb7\x13=\x17\x13\xb1"

m= {2:115, 8:97, 11:117, 10:114}

n = {3:119, 7:116, 9:124, 12:127}

def KSA(key):
keylength = len(key)

(7]
Il

Tist(range(256))

j=20

for i in range(256):

j = ( + s[i] + key[i % keylength]) % 256
Ss[i1, s[j] = s[3j]1, sl[il

return S

def PRGA(S):

i=0
j=0
while True:

i= @G+ 1) %256
j = (j + s[il) % 256
s[il, s[j] = s[3]1, slil

K = S[(S[i] + s[j]) % 256]
yield K

def Rc4(key):
S = KSA(key)
return PRGA(S)

def xor(p,stream):
return bytes(map(lambda x:x A stream.__next_(), p))

# n = {2:115, 8:97, 11:117, 10:114}
# X:xAn[x] -> <dictcomp>
m |= {x: xAn[x] for x in n}



m |= (({i.bit_count(), i) for i in b)

stream = RC4(Tist(map(Tambda m:m[1], sorted(m.items()))))
# print welcome banner...

# print(stream)

print(xor(w, stream).decode())
sys.stdin.buffer.readline()
xor(e, stream)

# print(e)

c = xor(p, stream)

™ T
]

if sha256(c).digest() != s: # error
print(e.decode())
exit()

print(xor(t, stream)) # true?

RYFLAEER, XM BITSERMAFIRKE, 52 « (IESLEUE

aLARI, MANKERN 26 I9IHE, £12/% congratulations! Now you should now what the
flag is, XPEE t UERER. MEMIENEBACEIEFRIR.

FEFMERBEAEIXNMIN.
AIERIF pyc BRE T8O NE, ERHA stegosaurus S pyc 35,

1HRTEeFEStegosaurus

https://github.com/AngelKitty/stegosaurus

EEXN—T header, python 3.10 KEZ16.

_loadBytecode(carrier, logger):

f = open(carrier, "rb")
header = f. read(lb)
code = ma
logger. debug( Read header and bytecode from carrier™)
finally:
f.close()

return (header, code)

BIMAHANEARRRSE str, B bytes HiiF Y.


https://zhuanlan.zhihu.com/p/51226097
https://github.com/AngelKitty/stegosaurus

_extractPayload(mutableBytecodeStack, explodeAfter, lo
payloadBytes = array()

for bytes, byteIndex in _bytesAvailableForPayload(mutableBytecodeStack, explodeAft
byte = bytes[byteIndex]
if byte ==
break
payloadBytes.append(byte)

payload = payloadBytes

print(“Extracted pa : {}".format(payload))

stegosauru

1BEHKE D 26 A9 bytes
python
b'\xe5\n2\xd6"\xf0}I\xb0\xcd\xa2\x11\xf0\xb4U\x166\xc50\xdb\xc9\xead\x04\x15b"

RERXMEABAN, AL EAMUBRY ¢ FTEDHSE, BIJ9 flag

flag{POw5rFul_OpEn_50urck}
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