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<head>
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<meta charset="utf-8"> <!|-ik4hg—>
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< /head>
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<body background=>, MENXIEE=ER URL
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HTTP &%

GET / HTTP/1.1

Host: www.github.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101
Firefox/52.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,* /*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Upgrade-Insecure-Requests: 1

Cookie: logged_in=yes;

Connection: close
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F—TaARERFE, BERNFEREERS HTTP hilhRA, EZEAITH
HELBER.

UTRM EmEKRNELE (FA—EFMEXFEER, XER2MARE):
HTTP/1.1 200 OK

Date: Tue, 26 Dec 2017 02:28:53 GMT

Content-Type: text/html; charset=utf-8

Connection: close

Server: GitHub.com

Status: 200 OK

<IDOCTYPE html>

F—ITAMYRRE. RESHMEREHER, FEANARESLBEN, ZiEE
A—NZEITFRERM AT L.
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HTTP 0.9

ZRAR RV GET 77k, BEREHBTOREM,
TSRS, TR

HTTP 1.0

{7 HEAD #0 POST 7%k, X#FiK&ERE. EFMSMIAIE

HTTP 1.1

AT Keep-alive #/1#I%0 Pipelining ift7k &k,

###87 OPTIONS. PUT. DELETE. TRACE. CONNECT %%

HTTP 2.0
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POST PUTIRIE, 15Kk URL ZiE S M insr iy £
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PUT EKREEEE N RIE

DELETE | &Kk =S MIBR FR

TRACE EKARSFS 2 EEWEIRER

OPTIONS | &ifIfR 5528 HY 7 I
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URL BG—REEMFF, ERRT Web FiRHIME—IRIR, WER M EARFEE.
RE LAY URL A FATR:
protocol://[user[:password]@]hostname['post]/[path]/file[7param—va|ue]

i SR APER 38 w0 BE TR 3'C1¢ U SHE

I
I
I
e authority
name
| | interpretable as values
| hierarchical part
| |
| path interpretable as filename |
I I |
INA \ |
urn:example:animal:ferret interpretable as ext n
scheme
name erinfo hostnam query
_| —
LY \ W3 \ \
ai

&: URL 7Rl
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EN R

HEBEL ik &iE
. HEHBES—m, ETRHTTP EHERXHE TCP &E#,
Connection fﬁxeﬁﬁi_?ﬁﬁﬁi

Content-Encoding | MIEHEEHEABHHEBER
Content-Length iJLE:IéJMIWH']$%{QJ#
Content-Type MEHEEMHHRETSE
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Accept EHRESEE PInEEEZHNNEEE | FXK
Accept-Encoding | HIRF =T FinBEEEZIHNN TR | 5K
Authorization HITRE HTTP B0LEIE BER
Cookie BT mARS =R cookie R
Host FEEMMERATE URL FIIENZFR | 5K
Origin BIIE K P HYIE K ER
Referer e H HENEKA RS URL K
User-Agent RENERAEFE FRREFNEXRER | 5K
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Cache-Control [EE 2R A IXETFIES e {2
Location = 7E [l iz Nja) [z
Server IRELETE AR RS SFRHE R | MRy
Set-Cookie [l a 28 & #n cookie Mo 52
WWW-Authenticate | IRItARFHRZHMKIEES | O
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Cookie

Cookie 2K %% Web [ 2 FATRERAICBA R ERS . & AXRIREM HTTP BTk
HICRAVEPE. PRSSEEME Set-Cookie & % cookie, MSTEFIREN cookie FHIRIES
£ 7F Cookie ZEEEH 14 cookie {H.
Cookie @—HEEX, HIMNEEREUATER:
e expires, FAFiIETE cookie HIBZATIE].
domain, FAFIETE cookie BB R .
path, FAFFERE cookie FIBERL URL &2,
® secure, IFEEIE HTTPS FE3Z cookie,
HttpOnly, ¥5ETFEETE Pin JavaScript E#if1E cookie.
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Ixx, REER

* 2xx, IERMIRR

* 3xx, BEPIREEEEMER
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* 5xx, FRFIHHITIBEIEIR
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B RARE R RGBT AR

KL iR iR

100 Continue REim B W BIEKRHERE PindE L EE K
200 Ok EARINIRR, BN EFEPEEIERER

201 Created PUT &K 72 BB EPIRZS, 5 KBINREE
301 Moved Permanently | i&K 7k A EE 0]

302 Found a0t B E [0

304 Not Modified el g BEFEPRRIBERIA
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RKEE i iR
400 | Bad Request ERBRETERAY
401 Unauthorized BR&Z IR E K S0 L8 1F
403 | Forbidden 1 p AR AR
404 Not Found & KB BRATFE
405 Method Not Allowed BRAEATH

413 Request Entity Too Large | i5R E @i
414 Request URI Too Long 15K URL it

500 Internal Server Error RS SEZHLITIE KA RISEIR
503 Service Unavailable Web fREZS[IEE , (BiFKTiEB MR
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401 IREZFEHI HTTP BHIAIE:
® Basic, [l Base64 ZRAZRIA R ZIEIEH
* NTLM, —#5Ti6-Am Sz %l
* Digest, —®Eif-MRANLEl, BEREINEH —FEEB— 1 BEVIA MD5 &L8F0
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HTTPS Rsk3R4M HTTP BASTIEMEIEREE . BT ERAREERT SSL, HinSikZ
EMERMINZERIEE . RIMERHEENEEENTEE, FEREH HTTP itk
AiRBZ RFENARNEE, TRELE.
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{8 A X 52 25 HLT R IR JavaScript
AEbEsEd F12 AFRUAHIERED, MEATR. FEEKE QR AMITEX

KA. JS B—HMHEBREMIES HEERSXTRBHEITREN.
console.log("Hello World!")

_Gonnle

E: 7£ chrome J$T2SH{EH F12
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&£ A ST 28 #4THIIm JavaScript

wXERER, SEM JS MFESIE, FARMNERAEARNMBTSIE, XiE
1% JS MITEARRN SE 5 LA TR RERR.

bk 5|8
IE/Edge | Chakra
Firefox = | SpiderMonkey
Safari SFX

Chrome | V8

Opera Carakan
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&£ A ST 28 #4THIIm JavaScript

HANE HTML Fify JS RASREFLTILMER
EEANRER

<script>console.log('Hello World!");< /script>
hRERSMER JS STl

<script src="Hello.js">< /script>

£ HTML #R& PR EHRERE

<a href="javascript:alert('Hello")"></a>
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JavaScript ##EZEHY

EABEREURIES, S NEEFPAETERELRIRAEIL:
var pi=3.14;

var pi='ratio of the circumference of a circle to its diameter’;
LR, ATRLEE ' new " SREAZERRL

var pi=new String;

var pi=new Number;

var pi=new Boolean;

var pi=new Array;

var pi=new Object;
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E—MREHBRERT IS MEIEERE, SARFHE. HF. HRE. BEMNK.
AR MFFRIEER Undefined 1 Null, FER—RKX45, MIERTENEEIRZ
BlE BERTEEL. B, AE JS TEHARNSR EEREIENE, MRFE
B F AR EERENFFFRH T EEE.
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ik

IS FEAERSS SR
ZIEiEL

if REER:

if (condition) {

KGR

}

else {
(ARZEES
}
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switch Z&iER]:
switch(n) {
case 1:
R
break;

case 2:
ARZRES
break;
default:

R AT

}
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for/for in fEINEA):

for ({XA5 1; (X5 2; K5 3) {
RAGHR

}

for (x in xs) {

R AR

}
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while/do while fEIREA]:
while (1) {

K AL

}

do {

R AR

}

while (£14);
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EXREEPIARARER, 2% AINFEEITHNEE.

B 13!
window.alert() g HH B
document.write() | N HTML 344
console.log() FAS e S
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[ aboutblank x

C | @ aboutblank

RRET

Hello World!

Sources meline  Profiles Security  Audits  EditThisC

window. alert("Hello

Bl ) 5T =56 B RAE
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[3 aboutblank x

C | ® aboutblank

Hello World!

[R @] | Elements Console sources Network Timeline Profiles Application Security Audits EditThis
Q ¥ top ¥

document .

write(

ndefined

>

B: A HTML x4
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JavaScript fEZR

IS FHBT S TIAEEARIIER. ASBATATIS IS ATHE FISNS 3| AR 8 JS
ST SINBIE RS B SR

jQuery

jQuery #IETERRI JS ThRE, BITEFERAVFIKIREH DOM T, ERERHT
BIIRAR R -

Angular

LT HIIRAY MVC 2049, B3 shS 8RR E Sk L MR e RiRIE.
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React
FIAAGRaZERTIR Ul FIHESE.
Vue

MVVM #ZeRaTimE, it L, BEENAEEIES. HELAIESE, (BiXLeit
SATEIE AT HEAMESR, AR REEEEFERAIRBIERAERIERITENZ
BRI A .

Hit

TETFTE SN AR NEERIIELR, LB R . MBEEEEREE
WM EE.
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R ELIEHE

g ET MVC RIZER RIER MR R ERIREE View IERHITER, (B2 AN
BRIMEFERAEENFEREHEELE, XEIRITHEER BRI JS KEF,
IV &R LA H B R FTAE SR ERE AR R M S8 Sk e MVVM BISHAZR . XaitH
KTRARESHIREMIEFINRIZEE, EMAE—ER2E=, RARE
MR SIERBEZFAENRIENER.
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CTF tutorial 2 -

web

DOM

SAYXTRAER, JS @it DOM AT Eh7SFKREN .
&% HTML Ffe . B, CSS #=R,
XME AR ST R XSS Wik X

BOM

M BTREXTRAREY, KETF DOM,
WF JS XbbEsR A B #ITRRARA,
FREX Cookie, HUIB{IE . ARG EHERE
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JavaScript ;B

HTERAANAT R, HFAAANEEREMEN, JS REETRENTEES
BB R MIT, EUBA AR, ERRMREAEZREG B LR BNE
Ha. SFERRS. BHEFH. ERBSHITRBERYSFHEZEHITERSE.
TEMERIGREENENES -

RER:

console.log('Hello World!");
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BEhE:
console["\x6c\x6f\x67"]("\x48\x65\x6¢\x6c\x6f \x57\x6f\x72\x6c\x64\x21");
EmMEXMREER:

‘),k[] ;return p;

HTZAHREIMSE, TIRRBEZAESR RETHEBEN SR PRBREIIT.
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{# A Node.js #11T/5im JavaScript

HERIKTEM Node js Ji, IS ESE— 1Rk JS 2F
L FIFXARESE, A
console.log("Hello World");

FHIRTEA hello.js
2. £/

node hello.js

AT P!
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{# A Node.js #11T/Fi% JavaScript

0 1lo. js
o World

[&: Node.js
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R SRR EME A S RIZIE S HITHIZ. BREMEEIESHEFLAARK
ZEERSERE, EXCEEMMESTIER . BSHA—LERNHIEE

ja] 551, [°]
XL REABRESE CTF FUMELZEENEXH, BRPEENARBFRIKES
EMESRAGIBR .
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SQL iEAN

SQL FANRIEN AEFERIEA PN, REIEAPBARTESH I SQL &Y
il .

<?php

$username = $__GET['username’]; // kchung

$result = mysql_query("SELECT * FROM users WHERE username='$username’");
7>
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WRFAVE—T Susername T8, HEFERET, HITTRERSINAARBZSHE—
MEEMARE (W kehung).
BEERERPATHRSIRZARERMHE. fl, MREAHZE ' 7

NAREFMs AR, EAERE SQL EEMAER.
SELECT * FROM users WHERE username=""
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BTHSSSEHNAREFHBNANE, RMNMATLFE—FY B SQL EAN.
MRFENHWMANRE ORI =1 7

SELECT * FROM users WHERE username=" OR 1=1

ESQL A, 1 H\HIET 1. MRRMNEFHERE, SQL iEAKhr ER1:
SELECT * FROM users WHERE username=" OR true
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SQL EAN

ZFREIRPHE—1T, BAFENES—ITHLRAE.
BANERTUGENFRMLIEFR, 0 — 5 /+ T ; . ZHERAUEENIEAFL
1E SQL &3], g, ' — — B—FER SQL ENBERET -

SELECT * FROM users WHERE username="-"
ZANHETEARESHIEBEATFRE, UBHER, REFRNT—MNER
(—), BRMRETE 1855,

FAXFHERBEEEPFRM SQL IBRAREA, BATRTLLE (EE1HE FEiR Bl A A M iZiR
[B] FI#8E -
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BEEAR— M RFREE @S TMHENITENRZ ZREGLSHIRE. HERAEF
KREEITHNR S shell B9 PEINFITRBE, MESEZEXIWER. AFHEAREN
REFRRIZIES PERA system() LHERGLTH, XMFHEEEL.

import os

domain = user_input() # ctfl01.org

os.system('ping ' + domain)

ERRBEEREER THS ping 18 ctfl0l.org 2.

BEZE—TMR user_input() REREIAREKBHRS R EMF AV ?
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wLIEN

import os

domain = user_input() # ; Is

os.system('ping ' + domain)

E ABEIMIS S, os.system() BEEISTBEITHINGS
BEFEERNTHAR:

ping ; Is
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BT ping LWEILFRMT Is 8<% Is FSHERT =W ping AL Z5MEHLIT!
EXEGTENZOES. s GTHATUEZ—1w<S (W weet . curl | bash
%) BT8%.

EENE Web M RIEFHS RS HITEORN N AEFHIEEE R
RKFER. FEEUPFKARHEFEZAPRAAEREERNBREGSFT. Bt
T UAFREARESERZAGTIENNLE.

CTF tutorial 2 - web COMPASS CTF



Web iffifE | A

00000000 ®0000000000

BXERZ—MRE NARFEZAPRAFEERTERREE.

HTH A PRANEREREE LY S REL D EUNBRERAT R SZEETEHR
Wi

Blan, EE—NRIFAPMN GET SHHREFE BRI ST M AR

<?php

$page = $_GET['page’]; // index.php

include(” /var/www /html/” . $page);

7>
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HERERET, WEHNZR indexphp . B2, MREEBSAPENT HMEAETVE 7
<?php

$page = $_GET['page’]; // ../-./ ../ ..[.-].-]..]../]etc/passwd

include(” /var/www/html/" . $page);

>

EXB, BRRET ../../. ) )] ]]..]etc/passwd .

XBSH PHP BESEFEMSERMBR (/var/www/html') T8 LB
REX-

include(” /var/www/html/../../../..[../.]..]../etc/passwd");
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0000000000 e00000000

R, XGEMT /etc/passwd , EAHENASHHETRB R E—RER-
Elt, %R AEFRINE jetc/passwd XUFRBELZELERR, WTHR:
root:x:0:0:root: /root: /bin /bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin: /usr/sbin /nologin

FREEAT LR AT AR SRR KRN, RERTFHATE. KERm

RBRRINAERF. XMREEEHR AR ESREIEIRR N AREFRABUIK
H At .
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BIGiERER CSRF Wi, AF A seesurf , HEEINERA P E#HITH—FIE,
FIRIRSRIERBUTREER IS, NN . REEBIE A FHbL.
CSRF WENHIREETSENR, BERBIAEMITFENTETLE, W img
FREE iframe , k5| ARZRIERIIMERT IR
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CSRF

GET iZKBEHMIT ATHREAFRN. REAPERE—MRITNE, ZMihA
HAER/RIE— cookie IMRIFEFKS. MRMATEK L8, KXBIIRSEH
URL FTRERHFIA TN :
http://securibank.com/transfer.do?acct=[RECEPIENT]|&amount=[DOLLARS]
TR, WEEATULE—HHEEEZNE e, walas—1 K0
A 0 5 0 GREMNEBGRE, ZREHEBEXER/ER, MTHAR:

<img

src="http://securibank.com /transfer.do?acct=[RECEPIENT]&amount=[DOLLARS]"
width="0" height="0" border="0">
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Bt IAREHE XSS B—#iRiE, EP—TMARFRIRAFAATIAE JavaScript £
5, fAR—REFREM A PRESEHMIT.

XE—#RER EA JavaSC”Pt ¥t F F# Web 31|55 28 5 1R 5 AU HIAER
5140, JavaScript EHLL T &k

* EmmE (#RA DOM)
* RIEEZW HTTP FXK
e 58] Cookies
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BEEAFTAXLRES, XSS AILLREER JavaScript 2BV AR Cookies #4 H
RIZFBIEWEFEZHIRIARSS 2R . XSS ERTLMER DOM Lisi& A FHIER. XRRE
XSS AT AFHI— /MRS -
XSS BEHS A=125:

° R&HE XSS
° TFAEEL XSS
* DOM XSS
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58 XSS 2451 URL SHURH XSS Wk —#7A .

5

https://ctf101.org?data=<script>alert(1)</script>

AIAFESER GET S EIRMA XSS Wik, MRNARFE ST R REE
XSS WiE, MAEFHSKAXITHIESHE, FHIEHENE DOM H,
<html>

<body>

<script>alert(1)</script>

< /body>

</html>
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0000000000000000e00

RIBEANBERMEARE, EFMREEUARRENGTNEE.

S, WHERARHE AT URBREENERKEITEL, TiLRIREN Cookie FHIFHIR
RRIMBARSE R, ERMNVIEM TTE I HEITER .

AT, RETE XSS H— 1 RAREREZEENLEEMEHIR TR IR SZH
THIWE. HEE MRRRERUBESY WERTEER-
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